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1. Introduction  
 
In accordance with the Internal Audit Charter the Internal Audit Plan has been 
prepared by Internal Audit for review and approval by the Governance Committee 
and adoption by Council. The plan covers the period January 2011 to December 
2012.   
 
The plan has been prepared using a risk based and strategic approach and has 
taken into consideration input from the General Manager, Directors and other 
management.  
 
The plan reflects a shift to a more strategic and value adding approach by Internal 
Audit in accordance with the desired outcomes of the organisational service 
delivery review. There is greater emphasis on Internal Audit providing assurance 
that outcomes and performance targets are being met in priority objective areas 
and the identification of opportunities for improving the quality of operations 
across Council. This will be achieved by a combination of business focussed 
reviews, the more traditional assurance audits and an increased advisory presence 
across the organisation particularly in the areas of enterprise risk management, 
internal controls and operational efficiency and effectiveness. As part of the Legal 
and Risk Unit, Internal Audit will also contribute to education processes across 
Council in a proactive manner emphasising better practice processes and 
prevention controls. 
 

2. Purpose 
 
The Internal Audit Plan outlines the audit reviews to be conducted by Internal 
Audit and the other audit related activities which it plans to undertake through to 
December 2012. Brief initial scopes of each proposed review are provided in the 
plan to assist with understanding of the aspects likely to be covered in each audit. 
An outline is also provided of the more strategic, value adding and educational 
activities that Internal Audit will undertake over that period. An analysis of overall 
audit times and an estimate of the required time for each audit activity have also 
been compiled. 
 
A profile of the audit universe reflecting the new organisational structure is 
contained in Schedule 3. It details the relative risk of each Department, Service 
Unit and the higher risk services, products and special areas across Council.  
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3. Audit Planning Approach 
 
The audit universe at Wyong Shire Council extends over five Departments, 26 
Service Units delivering 53 defined services and over 200 products.  In addition 
there are a number of special areas and systems that need to be considered 
which brings the total audit universe close to 450 areas which could be 
considered for a specific audit. 
 
 With Internal Audit resources largely limited to two experienced internal audit 
staff, it is not possible (nor cost effective) to achieve a full coverage of all 
auditable areas even over a timeframe of say six years.  It is therefore necessary to 
accept that not all areas will be able to be subject to a comprehensive audit 
review even over a longer timeframe.   
 
The plan reflects a number of initiatives to help maximise coverage and add value 
with available resources. These include: 
 

 Ensuring audits stay focussed on a realistic management agreed terms of 
reference 

 Tailoring of audits in manner which adds most value eg in-depth audit on 
specific controls or a broader risk based audit on key areas 

 Ensuring agreed timeframes are achieved as regards audit scheduling, 
report preparation and management responses 

 Fast tracking of process improvements via audit initiated management 
directives   

 Using on-line compliance and self assessment checklists is more routine 
and mature areas of operation to streamline audit processes  

 Being proactive in providing advice and education to staff in areas of 
higher risk 

 Quickly responding to the General Manager, Directors and/or Service Unit 
Managers requests for reviews of areas/matters where value can be added 
by immediate involvement 

 Working with operational areas on systems/processes under review 
consequent to the Service Delivery Review especially in regards to risks 
and controls and ways of doing things smarter/better/cheaper etc 

 Working closely with other assurance and business improvement roles to 
help deliver a better outcome in a more efficient manner.  
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The level of expertise of audit staff in certain areas may require the assistance of 
external providers in specialised fields such as IT systems to help deliver 
components of the audit plan. In other instances, Internal Audit may also partner 
with an operational initiated external review of an area with a view to utilising that 
process as acceptable audit coverage of the area eg asset management, 
procurement or environmental management. 
 
Audit focus needs to be on those areas of higher risk and strategic importance if 
substantial value is to be achieved from the investment made in applying 
resources to the Internal Audit function. These higher risk and strategic areas will 
be where audit involvement can add greatest value to Council. These areas are 
also where Executive Management, the Governance Committee and Councillors 
will require added assurance that organisational objectives are being met given 
that they are largely the areas related to the priority objectives identified in the 
Shire Strategic Vision and shorter term delivery and operational plans.  
 
It is also important that Internal Audit plays a significant role in assisting 
management improve the quality of their operations. This links into the 
movement to a continuous improvement culture within Council. Part of the focus 
of audits will also be around accessing the quality of operations from a broader 
strategic and operational perspective – a bigger picture view.  
 
The risk assessment undertaken by Internal Audit has utilised several risk 
assessment processes. A higher level risk assessment was undertaken assessing 
the level of audit risk for each area based on an analysis of inherent, control and 
detection risks1. The audit risk is the combination of these components. It is this 
audit risk relativity which has been referred to in this plan document.  A lower 
audit risk rating indicates a higher level of risk. 
 
A more detailed risk assessment has been conducted by Internal Audit across 
each audit universe area considering the level of risk in the following risk 
categories: 
 

 Value for money 
 Reputation 
 Corruption 
 Legal and regulatory 
 Business systems and processes 
 People  
 Safety (staff and community) 

                                                 
1 Inherent risk is the underlying risk associated with an area assuming no controls but recognising its 
current state. Control risk is the risk that the controls in place will be effective in mitigating risks. 
Detection risk is the risk that errors or issues will not be detected given the nature of the business. 
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 Positives (opportunities) 
 
Reference has also been made to the risks previously identified at a Service Unit 
and corporate level. Input from a risk perspective has also been ascertained from 
the General Manager and Directors and various Service Unit managers.  
 
A profile of the audit universe in Schedule 3 indicates that the higher audit risk 
Departments are the General Manager and Infrastructure Management 
Departments.  These departments are where the most funds are spent and the 
higher risk projects are managed. The councillors are also taken to be included in 
the General Manager’s Department.   
 
The risk profiles also detail when the area was last subject to a detailed audit. An 
indication is also given in the schedule as to whether there has been other audit 
activity in the auditable area by way of risk management (R) or advisory (A) 
involvement.  
 
There are high audit risk exposures in most of the Service Units which is reflective 
of the nature of the local government business. The bolded items in the follow 
lists of higher risk areas have been incorporated to a reasonable degree in the 
planned audits.  
 
Those Service Units with a higher audit risk rating are as follows: 
 

 Asset Management 
 Compliance and Regulation  
 Contract and Project Management  
 Development Assessment 
 Economic and Property Development 
 Environment and Natural Resources  
 Finance  
 Human resources  
 Information Management 
 Integrated Planning  
 Land Use Planning and Policy Development 
 Major Projects  
 Place Management 
 Plant, Fleet and Depots 
 Waste  

 
Those service activities of Council which have a higher audit risk rating include: 
 

 Compliance and Regulation 
 Contract and Project Management  
 Economic and Property Development 
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 Embedding sustainability (as per the TBL) within council through education and 
engagement 

 Finance  
 Floodplain and stormwater management 
 Human Resources  
 Information management 
 Integrated Planning 
 Natural resources planning 
 Planning for climate change 
 Waste Facilities Maintenance 
 Waste Operations 

 
At product level the higher audit risk rated items include: 
 

 Buttonderry operations  
 Communications - Internal 
 Coordination and management of natural resource and natural asset plans - 

Bushfire management  
 Embedding sustainability - leadership, education and engagement across council 
 Government relations 
 Long Term Financial Plan  
 Management of emerging major projects 
 Property Investment & Development 
 Ranger services  
 Revenue generation 
 Solutions development 
 Warnervale Town Centre 
 Workplace change 

 
The audit risk analysis has also considered a number of special areas which could 
be specifically audited. The special areas with a higher audit risk rating include: 
 

 Advocacy 
 Affiliated Organisations 
 Buildings - Surf clubs 
 Buildings - Swimming pools 
 Cash handling 
 Conflicts of Interest 
 Corporate culture 
 Corporate Productivity 
 Councillors 
 Councils Online IT  
 Developer Interaction 
 E-Services  
 Ethics 
 Executive team 
 Fines 
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 Fire safety 
 General Manager 
 Gosford Wyong Joint Water Authority 
 Government agency interaction 
 Infrastructure - Information Technology (Network, GIS, Security, systems 

Admin, communications infrastructure) 
 Internal communications 
 Internal controls 
 Investments  
 IT Security 
 Joint ventures/PPP/other commercial opportunities 
 Legal disputes 
 Legislative Compliance 
 Local Emergency Management Committee 
 Management and ergonomics (within 2 Hely St or in all Council buildings) 
 Mayor 
 Performance Management 
 Pipeline Project 
 Population growth 
 Privacy 
 Purchase cards 
 Regional council 
 Sea level rise 
 Senior Management Team 
 Service Delivery Review 
 Shire Strategic Vision 
 Social media 
 Special rates 
 Specialised agreements 
 Sponsorship arrangements 
 Strategic Finance Committee 
 Sundry debtors 
 Timber bridges 
 Toukley Town Centre 
 Traffic management 
 Voluntary Planning Agreements 
 Westfield site 
 Whistleblowing 
 Wyong Employment Zone 
 Wyong/Tuggerah Town Centre 

 
The assessment of positives for each auditable area has also identified areas the 
level of opportunity for significant benefit to be achieved and relative ease of 
implementing required changes. The outcomes of this process have been taken 
into account in developing the plan with an emphasis on those areas where a 
higher level of benefit can be achieved for Council.  
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These risk analyses are useful for focussing audit effort and building a better 
understanding of the risks associated with the whole business. Most of the above 
areas of higher audit risk have been included to at least some extent in the 2011- 
2012 plan. Where they are not included they should be captured through the risk 
management processes which will be established through the Enterprise Risk 
Management strategy being rolled out across the organisation through to June 
2013. Internal Audit will also assist with the identification of higher level risks in 
the development of the Service Unit business plans for 2011/12. 
 
The eventual implementation of a robust ERM strategy will better inform the 
audit planning process. As ERM develops it will be appropriate to revise the audit 
plan to better reflect the risk exposures of Council. 
 
The presence of a large number the higher risk areas is not unusual in local 
government organisations given the political, financial and complex legislative 
environment in which they operates. It clearly emphasises the need for the 
organisation to have in place very effective risk management processes. 

4. Planned Assurance Audits 2011 - 2012 
 
The planned audits in the two year period January 2011 to December 2012 are as 
follows: 
  

 Cash handling and receipting 
 Corporate information including IT security 
 Developer contributions including Voluntary Planning Agreements, works 

in kind and conditions of consent 
 Emergency preparedness 
 Environmental management  
 Financial management including payroll 
 Floodplain management 
 Fraud and corruption risk assessment 
 Human resources strategy 
 Major projects 
 Sponsorship arrangements 
 Plant and fleet  
 Procurement  
 Closed recommendation follow up 
 Rezonings 
 RTA DRIVES 2011 and 2012 
 Service Delivery Review assurance 
 Waste management – active landfill 
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The other key audit related activities that will be undertaken include: 
 

 Enterprise Risk Management strategy project 
 Audit software implementation 
 Advisory activities 
 Educational activities 
 Governance Committee  
 Audit follow up – normal 
 

The proposed audits are combination of reviews of higher risk areas such as 
major projects, corporate information and environmental management and more 
routine areas such as cash handling and payroll.  
  
The broad scope of each audit is detailed in Schedule 4. The scope provides an 
initial outline of the key aspects of each area that are expected to be considered 
during the review. Prior to the commencement of each audit a detailed  
achievable Terms of Reference will be prepared in conjunction with the 
operational management and the Executive to ensure focus of the audit is on the 
higher risks, areas where greatest value can be added by the audit and where 
added assurance is sought by management.  
 
A lead auditor will be assigned to each of the major audits to facilitate efficiency 
and accountability for completion of the audit as regards time and quality. The 
Internal Auditor will however provide oversight on all audits and has 
accountability for the completion of the total plan. Oversight activities will largely 
be a consultative process around setting key components of the Terms of 
Reference, identifying higher risk exposures, significant scope or budget changes, 
attendance at close out meetings with executive management and consideration 
of recommendations relating to higher risk exposures identified through the 
audit. There will also be a process of good consultation between audit staff and 
the wider Legal and Risk Unit on the audits undertaken to ensure that the 
combined knowledge is utilised in the identification of risks and the making of 
value adding recommendations.    
 
The analysis of available internal audit times for 2011/12 provided in Schedule 1 
shows that 62% of available audit staff time will be spent on undertaking the 19 
planned audit reviews over the two year period. 25% of available time will be 
spent on other related audit activities, including the ERM strategy project. The 
plan also contains a contingency of 13% for unplanned audit related activities.  
 
It is noted that some of the audits were planned for the year to June 2010 but 
were unable to be completed. These included corporate information, payroll, 
plant fleet and waste management. The issue of not being able to complete 
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planned audits should be largely overcome in the future by reducing the number 
of planned audits, eliminating most of the investigation role of the Internal Audit 
function and having a more reasonable level of contingency in the program. 
Improved scope management and management responsiveness to the 
finalisation of the audits will also assist in completing the plan. 
 
Internal Audit will continue to maintain a good working relationship with the 
External Auditor. Strengthened processes by Internal Audit will enable External 
Audit to place a reasonable degree of reliance on the work of Internal Audit. 
Realistically the most comfort that Internal Audit provides to the External Auditor 
is the presence of the function in the first instance and secondly that its processes 
are undertaken in a professional, independent and objective manner.  
 
Areas such as IT security and the procurement and financial management 
(including payroll) reviews will be more relevant to the financial aspects of the 
external audit process. Internal Audit will discuss processes to be undertaken in 
each of these areas with the External Auditor in order to optimise any synergies 
which may be available from working in closer collaboration on these areas. 
 
Internal Audit will work in cooperation with other monitoring and governance 
areas of Council. The creation of the Legal and Risk Unit, which includes the 
Internal Ombudsman, General Counsel and Enterprise Risk Management roles as 
well as Internal Audit, will facilitate the integration of key aspects of these 
important governance roles within Council. Internal Audit will also work closely 
with continuous improvement activities across Council to ensure that learnings 
from reviews are shared and that there is no unnecessary overlap of activity.  
 
Other assurance areas of Council which Internal Audit will liaise with as 
appropriate include Asset Management, Environmental Management, Integrated 
Planning, the Chief Financial Officer, OHS, Governance and Procurement. 
Proactive steps will continue to be taken to strengthen relationships with these 
areas and improve outcomes.   
 

5. Audit Approach 
 
Internal Audit will continue to use the audit methodology which it has 
successfully applied over the past two years. It sets out the broad framework in 
which audits will be conducted including the timelines for conduct of the audit, 
responses to draft reports and finalisation of the reports.  
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Most audits will be conducted as Business Reviews. These will be consultancy 
style reviews, with a strategic focus and outputs very much aimed at adding value.  
This approach will involve consideration being given to issues such as strategic 
direction, quality of service, process re-engineering or resource re-alignment and 
at all stages will involve close collaboration with management and staff from the 
area under review. This will enhance the value of the audits and strengthen 
ownership of the recommendations arising from the reviews. These reviews will 
cover specific operations within an area as well as cross-Council processes (for 
example financial management or project management). As appropriate, the 
Business Reviews will include wider consultation with other stakeholders. 
 
The other type of review will be Compliance Reviews which will focus on areas 
where procedural compliance is important such as payroll or IT.  These reviews 
will use computer assisted audit techniques (CAATs) where possible. Time has 
been allowed in the plan for implementation and training in the use of the CAATs 
software. 
 
There will be increased focus on the follow up of the implementation of audit 
recommendations. The plan also allows for a review to be undertaken of 
previously closed audit recommendations to ensure that appropriate processes 
are still in place to address the issues raised.  
 

6. Other considerations 
 
The use of integrated risk management and audit software would add significant 
long term efficiencies to the audit and risk management processes. This objective 
will be considered as part of the ERM strategy project.  
 
Audit software tools such as ACL or Idea are yet to be effectively utilised by 
Internal Audit. Time has been allocated to establish the use of one of these tools 
into higher volume transaction based audits such as payroll and procurement. 
Funding of $6k will be required in the 2011/12 budget to cover the cost of a 
licence and initial training for this tool.  
  
Internal Audit will work to develop stronger working relationships with 
operational management. This will achieved through actions including regular 
interaction at a Director and Service Unit Manager level, contribution to corporate 
and departmental forums and disseminating useful educative material across the 
organisation. 
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Where the opportunity presents itself, Internal Audit will support the secondment 
of operational staff to work in the area for limited times. This may be part of a 
process of professional development of the individual or to provide assistance in 
a specific review associated with their area. The net time benefit to Internal Audit 
is likely to be negligible but it provides a longer term benefit to the Council in 
terms of staff professional development, knowledge transfer and understanding 
of the Internal Audit function. 
 

Schedule 1 Available Audit Time Analysis 

 
    Days

Total available days (2 years for 2 
staff)  

 
1,040 

    
Public holidays (40)  
Annual leave (88)  
Sick/carers leave (20) (148)
     
Available working days  892
     
Training -  Council (18)  
Administration (26) (44)
    
Available auditing time 82% 848
    

Specific audits 62%
 

523 

Other audit activities 25%
 

215 

Allowance for contingency 13%
 

110 
    

Available auditing time 100%
 

848 
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Schedule 2 Planned Audits Times 2011 - 2012 

 

Audit Activity 
Manager 

Days
Senior 

Days 
Total 
DaysLead Auditor 

Cash handling and receipting  20 20 Baker 

Corporate information 5 50 55 Baker 
Developer contributions including
VPAs, works in kind and conditions of
consent  20 20 Baker 

Emergency preparedness 20  20 Simpson 

Environmental management  30  30 Simpson 

Financial management  40  40 Simpson 

Floodplain management 20  20 Simpson 

Fraud and corruption risk assessment  30  30 Simpson 

Human resources strategy 3 35 38 Baker 

IT strategy 10  10 Simpson 

Major projects  40  40 Simpson 

Plant and fleet 3 27 30 Baker 

Procurement  5 50 55 Baker 

Closed recommendation follow up  5 15 20 Simpson 

Rezonings  20 20 Baker 

RTA Drives 2011 and 2012  5 5 Baker 

Service Delivery Review assurance 20  20 Simpson 

Sponsorship arrangements  20 20 Baker 

Waste management - active landfill 2 28 30 Baker 
Enterprise Risk Management Strategy 
Project 35  35 Simpson 

Audit software implementation 9 9 18 Simpson 

Advisory activities 18 10 28 Simpson 

Education activities  5 15 20 Baker 

Governance Committee 18 8 26 Simpson 

Audit follow up - normal 8 8 16 Simpson 

Management meetings 18 12 30 Simpson 

Professional outreach 12 10 22 Simpson 
Audit planning and performance 
measurement 12 8 20 Simpson 

CONTINGENCY 52 58 110  
Total audit days 420 428 848  
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Schedule 3 Audit Universe 

Departments Audit Risk 
Rating 

 

General Manager 2  

Infrastructure Management  4  

Corporate Services  6  

Environment & Planning Services 8  

Community and Recreation Services 18  

   

Service Units 
Audit Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Information management 3 R 

Economic and Property Development 4 R 

Environment and Natural resources  4 R 

Waste 4 2009 

Asset Management 6 2009 

Compliance and Regulation 6 R 

Contract and Project Management  6 2008 

Finance  6 2006 

Human Resources  6 A 

Integrated Planning 6 A 

Land Use Planning and Policy Development 6 2007 

Major projects 6 A 

Place Management 6 2008 

Development Assessment 8 2010 

Plant and fleet and depots 8 2004 

Building Certificate and Health 12 2010 

Community engagement  12   

Corporate Governance 12 A 

Legal and risk 12 A 

Lifelong Learning 12 2009 

Open Space  12   

Roads and Stormwater 12 2008 

Water and Sewerage 12 2008 

Community and Cultural Development 18   

Community Buildings 18 R 

Sport, Leisure and Recreation 18   
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Service Activity Audit Risk 
Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Information management 3 R 
Economic and Property Development 4 R 
Waste Operations 4 R 
Waste Facilities Maintenance 4 R 
Floodplain and stormwater management 6 2009 
Compliance and Regulation 6 R 

Contract and Project Management  6 2008 
Planning for climate change 6 A 
Natural resources planning 6   

Embedding sustainability (as per the TBL) within 
council through education and engagement 6 A 

Finance  6 2006 
Human Resources  6 A 
Integrated Planning 6 A 
Land Use Planning and Policy Development 6 2007 
Legal 6   

ERM 6 2008 
Internal Ombudsman 6 A 
Major projects 6 A 

Place Management 6 2008 

Roads and Stormwater Asset Management and 
Planning 6 2008 
Communications  8   
Development Assessment 8 2010 
Environmental planning  8   

Plant and fleet and depots 8 2004 
Playgrounds Maintenance 9   

Corporate Governance 9 A 
Property administration 9   

Community Facilities 12   

Community Buildings Maintenance - Toilet blocks 12   

Community engagement  12   

Community Lifelong Learning 12 2009 
Roads and stormwater construction 12 2008 
Roads and Stormwater maintenance 12 2008 
Roads and Stormwater design 12 2008 
Sport, Leisure and Recreation Operations  12   
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Service Activity Audit Risk 
Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Asset management strategy, systems and 
coordination of inspections 18 2010 
Transport planning 18   

Light Building Construction 18 2010 
Community and Cultural Development 18   

Community & Cultural Planning 18   

Community Education 18   

Community Building Maintenance 18 R 

Community Buildings Construction 18   

Customer Contact 18   

Coordination and management of natural resources 
and natural assets plans 18   

Internal audit 18 2009 
Landscape Design and Project Management 18   

Natural Open Space Maintenance and Operations 18   

Developed Open Space Maintenance and Operations 18   

Sport, Leisure and Recreation Maintenance 18   

Water and Sewerage 18 2008 
Sport, Leisure and Recreation Planning 27   
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Products 

Audit 
Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Communications - Internal 2 R 

Property Investment & Development 2   
Government relations 2 R 
Management of emerging major projects 2 A 
Long Term Financial Plan  3 A 

Coordination and management of natural resource and 
natural asset plans - Bushfire management  3 R 
Warnervale Town Centre 3 R 
Ranger services  4 R 
Revenue generation 4 R 

Embedding sustainability - leadership, education and 
engagement across council 4 R 
Workplace change 4 R 
Solutions development 4 A 
Buttonderry operations  4 R 
Complaint management 6   

Ranger services - public order 6   

Contract and Project Management  6 2008 
Management of infrastructure projects 6 2008 
Purchasing 6 2006 
Planning for climate change -adaptation 6 A 
Planning for climate change - mitigation 6 A 

Embedding sustainability - Development of 
sustainability tools (decision making framework) 6 A 

Learning and development 6 A 
Corporate records 6 A 
Rezonings 6   

Land Use Planning Policy  6   

S94 Contribution Plans  6 2009 
Complaints management 6 2010 
Legal advice  6 R 

Major project oversight 6 A 

Water authority 6 2010 
Wyong business incubator 6 A 

Coordination of The Entrance Town Centre 
Management  6 2009 
Development Control Plans 6 2008 
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Products 

Audit 
Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Planning proposals 6 2008 
Masterplans 6 2008 
Emergency services 6 R 

Condition assessing, assessment and reporting 6 2008 
Bridge construction 6 2008 
Traffic facilities 6 2008 
Environmental Protection - Auditing 8 A 

Complaint management - Consent compliance 8   

Policy management 8 A 
Development Applications (Classes 2 through 9) 8 2010 
Tree assessment 8   

Part 5 assessments 8 2010 
Environmental Planning - bushfire management 8   

Environmental Planning - Floodplain risk management 
planning 8 2008 
Environmental Planning - Natural resources strategy 8   

Workshop 8 2004 
Bridge maintenance 8 2008 
Quantities and cost estimating 8 2008 

Sport, Leisure and Recreations Operations - Swimming 
pools operations 8   

Sport, Leisure and Recreations Operations - Holiday 
parks 8 2005 

Sport, Leisure and Recreation Operations - Swimming 
pool operations 8   

Closed landfill management 8 2009 

Community Buildings Maintenance - Playground 
equipment 9   

Property administration 9   

Environmental Planning - Coastal plan 9   

Treasury and Taxation operations 9 A 

Workforce development 9 A 

Corporate applications 9   

Development Control plans 9 2009 
Asset management strategy 12 2009 
Community Facilities - Cemeteries management 12   

Community Facilities -  Community facility management 12   
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Products 

Audit 
Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Community Buildings Maintenance - Toilet blocks 12   

Community Buildings maintenance 12   
Community Buildings Maintenance - Graffiti removal 12   

Community Development 12   
Ranger services - companion animals 12 2009 
Complaint management - Land Use 12   

Environmental Protection - Public order 12   

Weeds and Pests 12   

Environmental Planning - Environmental audits 12 A 

Natural resources planning - biodiversity planning and 
management  12   

Revenue collection 12 2005 
Occupational Health 12 2007 
Measures and Reporting 12 2006 

Continuous Improvement Program/Best value reviews 12 A 
DA Client management/pre-lodgement 12 2010 
Customer Advice 12 2010 
ERM - Insurances 12   

Child Care 12 2008 
Libraries  12   
Vacation care 12 2009 
Other Plans 12 2008 
Public domain plans 12 2008 
Small plant (Devices and services maintenance) 12 2004 
Plant management 12 2004 
Roads construction 12 2008 
Roads maintenance 12 2008 
Footpath construction 12 2008 
Stormwater construction 12 2008 
Shared pathways maintenance 12 2008 
Car park maintenance 12 2008 
Project management and design preparation 12 2008 
Geotechnical services 12 2008 
Lifeguards 12   
Waste collection contract 12   
Sewer Mains 12 2008 
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Products 

Audit 
Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Advocacy on traffic matters 18   

Whole of asset lifecycle process 18 2010 
Building certificates 18 2010 
Complying Development Certificates 18 2010 

Development applications - residential (Classes 1 &10) 18 2010 
Occupation certificates 18 2010 
Public Health 18   

Construction certificates 18   

Community Development - Events 18   

Community & Cultural Planning - Cultural planning  18   

Community Facilities - Wyong cultural centre operations 18 R 

Community Development - Capacity building programs 18   

Community Development - Cultural development 18   

Community Development - Youth and Seniors Programs 18   

Community Education - Road Safety 18   

Community Buildings Maintenance - Building 
maintenance 18 R 

Customer Contact - General queries 18   

Customer Contact - Payment and sales 18   

Customer Contact - Application and licence lodgement 18   

Communications - Organisational reputation and brand 
management 18   

Customer Contact - Bookings 18   

Ranger services - parking 18 2009 
Animal Care  18 2009 
Procurement systems 18 2010 
Development Advice and Education 18 2010 
Ecology 18   

Subdivision supervision 18 2010 
Development engineering 18 2010 

Coordination and management of natural resource and 
natural asset plans - estuary management projects 18   



Attachment 1 Audit Plan 2011 - 2012 
 

 

- 99 - 

Products 

Audit 
Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Environmental Planning - Environmental management 
systems 18 A 

Coordination and management of natural resource and 
natural asset plans - coastal management projects 18   

Coordination and management of natural resource and 
natural asset plans - Biodiversity management projects 18   

Payroll 18 2007 
Accounting services 18 2008 
Accounts payable 18 A 
Water billing 18 2008 
Industrial relations 18   
HR Information management 18   

Insurance and workers compensation 18   
Remuneration 18   
Recruitment  18 A 
Safety 18   

Standard operating environment 18   

Land Information  18   
Public Officer 18 A 
Internal audit - advisory 18 2009 

Legal risk review/assessment 18 A 

IO - Administration improvement 18 A 

Conveyancing 18   

Developed Open Space Maintenance and Operations - 
Sportsfields operations 18   

Developed Open Space Maintenance and Operations - 
open space litter control 18   

Developed Open Space Maintenance and Operations - 
Parks and reserves maintenance 18   

Public tree management 18   

Developed Open Space Maintenance and Operations - 
Roadside landscape maintenance 18   

Natural Open Space Maintenance and Operations - 
Catchment maintenance 18   

Natural Open Space Maintenance and Operations - 
Landcare 18   
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Products 

Audit 
Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Landscape Design and Project Management 18   

Natural Open Space Maintenance and Operations - 
Lake and coastline maintenance 18   

Natural Open Space Maintenance and Operations - 
Vegetation maintenance 18   

Landscape Design and project management - 
Landscape and playground design & Project 
management 18   

Developed Open Space Maintenance and Operations - 
Nursery operations 18   
Large plant contracts 18 2004 
Depots management 18 2004 
Stores - Long Jetty & Charmhaven 18 2004 
Fleet management 18 2004 
RTA road maintenance 18 2008 

Sport, Leisure and Recreations Operations - Sport and 
Recreation development 18   

Open space and recreation planning 18   

Sport, Leisure and Recreation planning - Open space 
and recreation planning 18   

Sport, Leisure and Recreation Maintenance - Sport and 
recreation facilities maintenance 18   

Sport, Leisure and Recreations Operations - Recreation 
centre operations 18   

Sport, Leisure and Recreations Operations - Sports 
facilities operations  18   

Sport, Leisure and Recreation Maintenance - Sports 
facilities booking 18   

Materials re-use 18 R 
Recycling contract 18 R 

Water reservoirs 18 2008 
Sewer Treatment plants 18 2008 
Sewer pump stations 18 2008 
Water pump stations 18 2008 
Water mains 18 2008 
Water Treatment plants 18 2008 
Sewerage administration 18 2008 
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Products 

Audit 
Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Community Buildings Maintenance - Vandalism 
maintenance 24   

Natural resources planning - Natural Assets planning 
and management 24   

Environmental Planning - Estuary management planning 24   

Advice on traffic generating developments and strategic 
planning projects 27   

Local Traffic committee 27   

Community Education - Community and Environmental 
Education 27   

Community & Cultural Planning - Social planning 27   

Community & Cultural Planning - Demographics and 
community statistics 27   

Community Education - CARES 27   

Communications - Community information and 
marketing 27   

Communications - Printing Services 27   
Grants and subsidies Outgoing 27 2009 
Councillor support 27 A 
Rates management 27 2005 
HR Operations 27 A 

Compliance 27   

Internal audit - assurance 27 2009 
Training on legal issues 27   

Internal audit - education 27 2009 
Risk system management 27 A 

Speech Pathology 27   

Carpark maintenance 27   

Street lighting 27   

Street furnishings and landscaping maintenance 27   

Bus shelter maintenance 27   

Sport, Leisure and Recreations Operations - Sports and 
recreation participation 27   

Sport, Leisure and Recreation Operations - Boat ramps 27   

Litter collection 27   

Waste education 27   
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Products 

Audit 
Risk 

Rating 

Last Audit 
Activity 

R = Risk Mgmt 
A = Advisory 

Water administration 27 2008 
 

Schedule 4 Audit Scopes 
 
The following audit scopes have been developed to assist with an understanding of the 
focus of the proposed audits. In all instances it will not be possible to cover all matters 
identified in the scopes as each audit needs to the undertaken within the approved 
budget to ensure that there is an appropriate breadth of coverage across the 
organisation. The audits also need to be completed within an acceptable timeframe. The 
scopes as drafted should thus be considered in light of this. 
 
As noted previously a realistic Terms of Reference will be agreed with management prior 
to the commencement of audit work to ensure that the audit is properly focussed from a 
risk and add value perspective.  
 
If it is determined that the original budget is not sufficient by a significant degree (+5 
days) then the extent of work to be undertaken will the discussed with the General 
Manager and Governance Committee to determine a way forward eg amend budget, 
outsource, defer other audits. 

1. Cash handling and other receipts  
 
A review will be undertaken of all arrangements across Council where funds are handled 
by staff or others involved in Council’s operations. It will extend to all forms of receipts 
including cash, cheques, credit card, on-line transactions and direct debits.  
 

2. Corporate information  
Information assets include documents, emails, web content, business data, 
images, video and other content in both physical and digital form. Council utilises 
a range of information management systems that capture, manage and store 
physical and digital information. The key broader council systems include TRIM, 
network folders, email and intranet. Specific information systems are in place to 
capture specialised data such as Pathways for property information, CRM for 
service requests and Matman for certain asset information. 
 
Effective information management is required in the areas of classification, 
storage, search, use and exchange of information. Maintaining appropriate 
confidentiality and security, legislative compliance and the information culture are 
also key elements to be managed.  
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The review will consider using a risk based approach the following key aspects of 
corporate information including: 
 

 Utilisation of TRIM 
 TRIM content and protocols 
 Security of information/confidentiality/privacy 
 Email management 
 Network data management 
 Website 
 The information management “culture” 
 Hardcopy records 
 Aconex system (for M2M project) 
 Information strategies 
 Meta data (ownership and protocols) 
 Archiving 
 Business continuity/disaster recovery 
 Legislative compliance 
 Opportunities for efficiencies/improved workflows  

 
The review will incorporate any self audit activities undertaken at an operational level 
including the State Records self audit process.  
 
The review will also incorporate an examination of IT security. This aspect of the review 
will cover security factors including: 
 

 Security policy 
 Assigning new log ons 
 Resetting passwords 
 Access level changes 
 Security breaches 
 Back up 
 Development of new reports 
 Changes to standard reports 
 Access to data for integration with other applications  
 Help desk 
 Web site integration 
 Third party access to system eg contractors, residents,  
 Email policy and use 
 Staff remote access – phones, home, field devices  
 Privacy and legal issues 
 Risk management processes 
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The review will cover both locally controlled security exposures as well as those 
controlled through Capgemini in respect of Councils Online applications. The review will 
be undertaken in conjunction with Information Management Unit and with the assistance 
of an IT audit adviser. Funding for the IT audit adviser will need to be included in the 
2011/12 budget – expected to be in the vicinity of $24k (160 hours @ $150/hour).  
 

3. Developer contributions including VPAs, works in kind and 
conditions of consent 
 
Voluntary planning agreements, works in kind and special conditions of consent are 
particularly significant  for larger scale developments that have longer time frames, are 
likely to be developed in stages, and in situations where the developer has a key interest 
in delivering public infrastructure. This review will focus on the significant negotiated 
arrangements established in relation to higher value development applications where 
these are a prominent features. The review will consider using a risk based approach 
the following key aspects including: 
 

 Authority 
 Value for money 
 Negotiation processes 
 Legal arrangements 
 Probity 
 Time to finalise 
 Dispute resolution 

 

4. Emergency preparedness 
 
There are a number of emergency related events which Council needs to be prepare itself 
and the community for. These include: 
 

 Flooding 
 Bushfire 
 Wind storms 
 Service disruption 
 Civic Centre fire 
 

This review will consider the extent of preparedness of Council to manage such events 
covering matters including: 
 

 Planning 
 Emergency/crisis management 
 Business continuity plan 
 Risk management 
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 Resourcing including funding 
 Staff awareness/understanding 
 Interaction with other agencies 
 Recommendations/learnings from reviews of other organisations 

  
 

5. Environmental management 
 
Council in making significant progress in bringing environmental sustainability into its 
key decision making processes. It has also significantly strengthened its environmental 
management processes in operational areas and is in the process of implementing an 
Environmental Management System. 
 
This review will consider the effectiveness of the processes being established within 
Council in light of: 
 

 Council’s longer term strategic vision for the environment  
 Key sustainability principles 
 Better practice environmental management processes as espoused in DECCW 

guidelines and ISO 14001 
 
Specific consideration will also be given to: 
 

 Environmental compliance within operational Service Units 
 Environmental assurance role within the Environment and Natural Resources 

Unit 
 Management of waste from work-sites  

 
The review will also revisit the recommendations of the Adams Training & 
Consulting and Aurecon reports issued in 2009 to ensure that the more 
significant recommendations have been properly addressed.  
 

6. Financial management review  
 
This review is being undertaken at the specific request of the Director Corporate Services. 
Over recent years there has been an on-going level of improvement in the quality of 
financial management processes within Council. Further significant changes were put into 
effect from 1 July 2010. It is now possible to consider the effectiveness of those processes 
across the organisation.  
 
The review will consider using a risk based approach the following key aspects 
including: 
 

 Budget compilation  
 Capital project costs estimation  
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 Service/product pricing 
 Overhead costs and allocations 
 Budget phasing 
 Financial management by operational areas 
 Budget systems including PowerBudget and financial planning spreadsheets 
 Long term financial planning  
 Other integrated planning linkages – asset management, human resources, Shire 

Strategic Vision 
 Financial performance reporting to management 
 Strategic Finance Committee  
 Financial performance reporting to Council  

 
 
Intrinsically linked to financial management is the cost of staff. Council employs around 
1350 staff with a total payroll cost in excess of $84m pa. The recent organisational 
restructure and recruitment of new staff has impacted the control environment across 
Council. Key payroll staff have however largely remained in place through the restructure. 
 
This aspect of the review is expected to predominantly focus on the following processes: 
 

 Approval of rates of pay variations 
 Overtime levels covering 

o Management processes 
o Authorisation 
o Value for money 
o Allocation within Units 
o Entrenched practices 
o Areas of high usage 
o Overall trends 

 Leave management 
 Costing of labour to works orders and projects 
 Unallocated payroll costs 
 Roll out of on line processing of timesheets 
 Payroll costs reporting 
 Accounting policies 

 

7. Floodplain management  
 
One of the more significant shorter term impacts of climate change is flooding arising 
from the increased severity of storms. Flooding problems have also been exacerbated by 
drainage infrastructure being unable to adequately cope with increased development. 
Critical to minimising the impact of flooding is to have in place effective floodplain risk 
management plans. 
 
This review will consider the matters relating to floodplain management including: 
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 Status of floodplain risk management plans 
 Stormwater management 
 Funding 
 Legal exposure management 
 

8. Fraud and corruption risk assessment  
 
The objective of the Fraud and Corruption Risk Assessment is to broadly identify, analyse 
and evaluate fraud and corruption risks across all business operations and assist 
management in conducting a detailed risk assessment for their operational areas. The 
review will also assist management in making representations to the external auditors as 
required under Auditing Standard ASA 240 “The Auditor’s Responsibility to Consider 
Fraud in the Audit of a Financial Report”. 
 
This process will follow the similar assessment undertaken in 2009 where Internal Audit 
assessed operational areas across Council in following fraud and corruption risk 
categories:  
 

 Planning and development  
 Procurement 
 Regulation and compliance 
 Human resource management  
 Cash handling 
 Confidential information 
 Undue influence 
 Desirable items 
 Fees and charges 
 Financial management 
 Information management and technology 
 Governance/Administration Other 
 Property 

 
That review identified the top operational areas of inherent risk as: 
 

 Councillors  
 General Manager 
 Senior Management  
 Planning and Assessment 
 Business Development 
 Contracts  
 Waste management  
 Regulation & compliance  
 Technology 
 Financial management 
 Payroll 
 Fleet 
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 Legal 
 Property 

 
This risk assessment will build upon the process previously conducted and provide to 
Service Unit Managers an improved means of understanding and self assessing their 
exposures to fraud and corruption risks. It will be particularly relevant to managers in 
new roles within the organisation. 
 
The review will also consider the currency of the following key documents: 
 

 Fraud and Corruption Control Policy  
 Fraud and Corruption Prevention Strategy 
 Fraud and Corruption Prevention Plan 

 

9.  Human Resources Strategy 
 
There have been a number of significant human resources strategies which have been 
undertaken by Council over the past five years. These are now being consolidated and 
taken forward under the umbrella of the Human Resources Unit.  
 
This review will consider the effectiveness of the strategies, processes and specific 
projects being managed through the Unit including: 
 

 Policies 
 Reporting 
 Flexible work practices 
 Recruitment and appointment practices 
 Inductions and exits 
 Staff complaint management 
 Industrial relations 
 Performance appraisals 
 Ageing workforce 
 Leave management 
 Trainees and apprentices 
 Learning and development 

 
The review will also consider the effectiveness of the corporate system of measures and 
reporting which are being developed through the Integrated Planning Unit. 

10. IT strategy 
 
Council has now commenced a review of its IT strategy in light of the expiring of the 
contract with Capgemini in 2013 and the exit from the Councils Online syndicate by two 
of the four other councils. The development of the strategy is further complicated by the 
formation of the Water Corporation.  
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Internal Audit will maintain a watching brief over the strategy development to provide 
added assurance that appropriate processes are in place to address the major risks and 
issues which may arise. 

11.  Major projects 
 
 
The management restructure recognises the significance of major projects by ensuring 
that they receive the right level of focus, resourcing and monitoring by having a direct 
line of report to the General Manager. From a risk perspective they will often have a high 
level of exposure whether it be financial, reputation, conflict of Council’s roles, fit for 
purpose or environmental or a combination thereof. 
 
The current major projects which are likely to be active in 2011-12 include: 
 

- Mardi to Mangrove Pipeline 
- Warnervale Town Centre 
- Westfield development 
- Performing Arts and Cultural Centre 
- Incubator 
- Mariners 
- Estuary Management Plan 
- Commercial/residential development partnerships -  eg Warnervale, Wyong, 

Toukley – trigger site development 
 
Internal Audit will review the key aspects of these projects from a risk and project 
management perspective with a view to providing added assurance that the desired 
outcomes of the projects will be achieved. This will largely involve working in 
collaboration with the Executive sponsor and project management. Some specific 
assurance type work may also be involved depending on the needs and risks associated 
with the project and requirements of the sponsor or General Manager. Key matters to be 
considered using a risk based approach include: 
 

 Funding 
 Value for money 
 Conflicts of interest 
 Legal arrangements and compliance 
 Negotiation processes 
 Project management 
 Risk management 
 Records management 

 
The review will by its nature cover the activities of both the Major Projects Unit and 
Economic and Property Development Unit.  
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12. ponsorship Arrangements  
 
Council supports a number of local organisations with direct funding, loans or other 
forms of sponsorship or subsidy. Various agreements have been put into place to 
facilitate the management of these arrangements.   This review will consider processes 
around the more significant of these arrangements considering matters including: 
 

 Value for money 
 Legal arrangements 
 Compliance with agreements 
 Management of conflicts of interest 

13. Plant and fleet 
 
Plant and fleet services are provided to all Council Units through the Plant and 
Fleet and Depot Unit. The Unit supplies and coordinates of a range of internal and 
external heavy plant, vehicles, equipment, skilled machine operators, casual 
labour and quarry-based construction materials. Each of Council’s operational 
Service Units hire or purchase these services/materials in order to complete their 
activities to meet Councils overall social, economic and environmental objectives. 
 
The estimated replacement cost of the Council owned fleet is in excess of $30m, 
with an average retained lifespan of around 4 years. The average annual capital 
expenditure budget required to maintain the current fleet is over $8.0m. 
 
The Unit includes four inter-related areas including Plant Pool, Small Plant, Mobile 
Plant and Workshop and Administration. 
 
The main categories of vehicles in the fleet are: 
 

 Heavy plant eg excavators, graders, backhoes, rollers   
 Trucks eg prime movers, bogey trucks 
 Light vehicles including employee packaged vehicles 
 Small plant items eg mowers, brush cutters, trailers, quad bikes 
 Contracted operators and equipment 

  
Review of this area will consider, using a risk based approach, aspects including: 
 

 Cost competitiveness of the operations/value for money 
 Utilisation rates by operational areas 
 Expense management 
 Plant suitability 
 Small plant  
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 Workshop productivity 
 Working relationships with operational areas 
 OHS 
 Internal charging processes 
 Management systems integrity and reporting 
 Acquisition processes including replacement program and purchasing 
 Disposal processes 
 Staff motor vehicle fleet  

14.  Procurement  
 
Council has had a high level procurement review undertaken by Deloitte in 2010. Internal 
Audit has provided input into the scope of the review and provided assistance in the gap 
analysis process which was undertaken. A number of recommendations which arose from 
that review will need to be implemented through 2011.  
 
It is expected that more detailed end to end procurement process review will also be 
undertaken at an operational level to further extend the initial review. Internal Audit will 
provide advice and assistance through these processes in areas including: 
 

 Risk management processes are effectively in place at the various phases of the 
procurement process 

 Internal controls are understood, appropriately in place and effective    
 Identification of opportunities for cost savings, improved procurement strategies 

and quality improvements 
 Policy and procedure changes  
 

Internal Audit will also undertake more detailed transactional reviews in the areas of 
purchase cards, supply and accounts payable.  

Purchase cards 

 
A review of purchase card transactions will be undertaken to ensure that 
procedures are being complied with. Focus will be on identifying any potential 
misuse of the cards and the adequacy of the management self audit processes 
conducted by Procurement staff.  

Supply 
 
The Supply area is responsible for several distinct functions including purchasing 
administration, certain supply contracts and stores. Review of this area will cover 
matters including: 
 

 Inventory management processes  
 Stock issue and recording 



Attachment 1 Audit Plan 2011 - 2012 
 

 

- 112 - 

 Purchase order processing 
 Supply contract arrangements 
 Products (quality and fit for purpose) 

 

Accounts payable 
 
A sample of payment transactions will be selected for examination twice during 
the two period covering: 
 

 Review of payment transactions selected on the basis of either size, nature 
and/or randomly.  

 Test for a range of attributes including 
o ordering 
o payment 
o authorisation 
o allocation 
o supporting documentation 
o appropriateness of transaction/value for money 

 Where considered appropriate further analysis will be undertaken of 
certain categories of transactions eg high volume/small value transactions, 
potential for recharging  

 Internal controls over EFT transactions 

Consultants and Contractors 
 
Council was subject to a Section 430 investigation in 2010 which considered, among 
other things, Council’s processes around the engagement of professional services 
contractors and consultants. In order to ensure that Council continues to be compliant 
with the tendering regulations and Council’s own procurement policies a compliance 
review will be conducted in the first half of 2011 to ensure that current arrangements 
have been appropriately entered into  and are be being managed effectively.  

Contract Management  
 
At the request of management Internal Audit will also conduct at least four contract 
audits through 2011-2012 to ensure that tendering and contract management processes 
are being undertaken in accordance with the Procurement Manual procedures.  
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15. Closed recommendation follow up  
 
Internal Audit’s recommendation database has accumulated over 600 individual 
recommendations. Recommendations are  only treated as closed after Internal Audit are 
satisfied that management have taken appropriate actions to address the matter or the 
matter has become part of specific project which is controlled and reported upon 
separately within other performance management processes.  
 
In order to ensure that the recommended strengthened processes have remained in 
place Internal Audit will conduct a review of all significant closed recommendations to 
ensure that appropriate processes are still effectively in place. 

16. Rezonings 
 
Rezoning of property can have significant impacts on values, either up or down. A review 
will be conducted of major rezoning processes which have been recently undertaken by 
Council and current strategies covering on a risk basis aspects including: 
 

 Completed planning proposals  
 Proposals awaiting approval 
 Denied proposals 
 Privately funded planning proposals 
 Overall planning strategy processes 
 Planning Assessment Commission approval process 
 Conflict of interests/ Political donations 

17.  RTA Drives  
 
This audit is a specific requirement of the RTA to ensure that Council is complying 
with the terms and conditions of its access agreement.  
  

18. Service Delivery Review Assurance 
 
A key expected outcome of the Service Delivery Review is that services will be delivered 
better by the organisation, both internally and externally. Internal Audit will review the 
effectiveness of the key organisational changes and service delivery processes to ensure 
that the objective of providing improved to service to key stakeholders is achieved. The 
areas of focus will be determined in consultation with the General Manager but are likely 
to centre on the key challenges identified in the review: 
 

 Asset Management  
 Corporate Integrated Planning 
 Commercial and Economic 
 Major Projects 
 Continuous Improvement 
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 Legal and Risk 
 IT Planning and Support 
 Financial Management  
 Community Information Engagement and Communications Co-location 
 Management Layers/Decision Making 
 Size of Shire Services 
 Policy Coordination  

 
The review will consider the above in light of the key success criteria of successfully 
implemented service delivery reviews/performance improvement programs including: 
 

 Clear overriding objectives 
 Scope (an organisation wide scope with no sacred cows) 
 Goal  (fundamental change – not incremental) 
 Focus (operating and capital expenditure) 
 Timing (tight timeframes – using the 80/20 rule to identify opportunities) 
 Process (tackle improvement initiatives in a series of do-able waves) 
 Tools (combination of strategic, operational and technology analysis) 
 Involvement (bring employees along – establish buy-in) 
 Leadership (General Manager/Mayor/Councillor driven) 

19. Waste management - Active landfill 
 
The waste management operations represent a major component of Council’s 
activities. The operations cover functions including solid waste and recycling 
collection, operation of the Buttonderry waste management facility, rehabilitation 
of closed landfills and illegal dumping. Regional issues are also impacting on this 
area given limitations on Gosford’s waste management facilities and the creation 
of a regional kerbside collection contract. Strong controls also need to be in place 
to ensure environmental compliance and prevent fraud and corruption. 
 
A number of key risks exist which are specific to the Buttonderry facility including: 
 

 Regional collection contract  
 Legislative compliance especially on waste classification and contamination 

management 
 Tipping fee avoidance/minimisation 
 Contract management including changeover and penalties 
 Long term waste facility  strategic planning  

 
Review of this area will consider the management of the above risks. It will also 
cover a range of transactional activities including  
 

 Fee charging and collection at the weighbridge 
 Receipting procedures for cash 
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 Classification of waste  
 Internal charging 
 Special contracts – eg recycling and methane gas 

 
The review will also consider the management of recyclable materials emanating 
from Council projects whether they be processed at Buttonderry or other sites eg 
Halekulani or Toukley. 

 

Other Audit Activities 

  1. Enterprise Risk Management 
 
The creation of the Legal and Risk Unit recognises the importance of having effective 
enterprise risk management processes in place across the organisation. The enterprise 
risk management activities currently revolve around: 

 Corporate risks  

 Operational risks included in operational plans  

 Project specific risks 

These processes have gradually evolved within Council over the past six years from a 
historical insurance approach. Compared to many other Councils we are reasonably 
advanced. Compared to better practice there is still however a way to go.  

Strategically it is important that: 

 an enterprise-wide risk management framework is developed, in line with ISO 
31000:2009. ie a framework of policies, procedures, management information 
reporting and an integrated system that pulls together, risk management, 
legislative compliance and governance for the whole organisation 

 there is a formal designation of an enterprise risk management owner, and more 
importantly 

 risk management thinking is embedded into every day operational and strategic  
thinking at all levels of the organisation  
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A project has been established for the implementation of an Enterprise Risk Management 
strategy. The project sponsor is the General Manager and the project will be managed by 
the Internal Auditor. It is planned that the project will formally commence in July 2011. 
External advisors in enterprise risk management will be engaged to help facilitate the 
implementation of the strategy in order to maximise the longer term benefits to Council.  
Funding for the external advisors will be required in the 2011/12 and 2012/13 budgets. A 
budget of up to $200k expected to be required if the process is to be undertaken 
successfully. 

The key activities of the project will include: 

 Development of an enterprise risk management framework in line with ISO 
31000:2009  

 Engagement with a wide range of stakeholders including management and staff, 
Councillors, neighbouring councils , regional bodies and the community 

 Education of Councillors and staff in risk management practices 

 Risk management workshops with staff and councillors  

 Implementation of corporate risk management software integrated with other 
performance management and audit applications 

 Development of an effective risk reporting process for priority risks at a Service 
Unit, Department, Senior Executive and Councillor level 

 Development of a continuous improvement process for risk management 

There is a reasonably solid foundation for enterprise risk management to build from. The 
ERM project will ensure that Council can move towards a better practice and sustainable 
level of risk management and provide better strategic outcomes for Council and the 
community.  

2.  Audit Software Implementation 
 
Audit software tools such as ACL or Idea are yet to be effectively utilised by 
Internal Audit. Time has been allocated to establish the use of one of these or 
similar tools into higher volume transaction based audits such as payroll and 
procurement. Funding of $6k will be required in the 2011/12 budget to cover the 
cost of a licence and initial training for this tool.  
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3.  Legal and Risk Advisory Activities 
 
The combined knowledge and resources within the Legal and Risk Unit provides a 
significant capacity to deliver good professional advice to a wide range of areas 
across Council. It is a very valuable resource which needs to be effectively utilised 
by the organisation. Legal and Risk should be seen to be a go to area for advice 
around its key areas of capabilities including legal, statutory compliance, internal 
control, process efficiency, continuous improvement, enterprise risk management, 
insurance, fraud and corruption prevention, probity, complaints management, 
investigations, information, privacy, systems development, and better practice 
processes.  
 
Legal and Risk staff through their wide organisational knowledge can also play a 
vital role in bringing required stakeholders together on projects and issues. The 
external network that has also been established by the Legal and Risk 
professionals within the local government sector, government agencies and wider 
professional reach can facilitate better practice processes and resources 
becoming available to other parts of Council. 
 
Early in a process is often where advice and recommendations can add most 
value. Recommendations arising from an assurance review may be too late to add 
real value. Informal and formal upfront advice on key strategic and operational 
areas is thus facilitated by the audit plan by providing permission for this to occur 
on a timely basis through a reasonable level of planned time being allocated to 
advisory activities. 
 
The Internal Audit Plan reflects that Internal Audit will proactively undertake an 
advisory role as part of its normal function.  Specific areas where this is expected 
to occur include: 
 

 Internal control 
 Best value reviews 
 Policy and procedure setting 
 Continuous improvement  
 Fraud and corruption 
 Probity advice 
 Self assessment tools 
 Other assurance/monitoring roles 
 Better practice processes 
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4. Education Activities 
 
An effective means by which where Legal and Risk can proactively contribute to the 
knowledge of Council is through education. By imparting their knowledge to staff on 
their areas of expertise will strengthen capabilities across the organisation. Education is 
an extremely effective risk mitigation and prevention tool as it helps better decisions to 
be made at an operational level. There is also an increased level of understanding of 
better practice processes and increased compliance with Council’s policies and 
procedures and specific legal and legislative requirements.  
 
Specific education activities where Internal Audit plans to be involved include: 
 

 Fraud and corruption prevention 
 Risk management  
 Internal controls  
 Self assessment 
 Systems and control documentation 
 Auditing processes in other assurance roles 

 
Development of training programs will be undertaken by the Legal and Risk Unit 
in conjunction with relevant operational personnel. 
 

5. Governance Committee 
  
Reporting to the Governance Committee in an important element of Internal Audit’s role 
as the functional reporting line is an essential element in achieving the independence of 
the Internal Audit function. It is therefore important that reporting to the Governance 
Committee is undertaken in an effective and complete manner. Interaction with the 
Committee includes: 
 

 Formal quarterly report to the Committee outlining: 
o Key undertaken activities in the quarter 
o Major issues for consideration by the Committee 
o Progress against the audit plan 
o Updates on open audit recommendations 
o Responses to specific action items arising from previous meetings 
o Priority risks (until the ERM strategy is fully implemented) 

 Consideration of the Internal Audit plan (annually and strategically) 
 Input to the performance evaluation of the Internal Auditor  
 Mid quarter telecon with Mayor, General Manager and independents to provide 

update on key items 
 In-camera meeting with independents, External Auditor, Internal Ombudsman 

and Internal Auditor  
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In the September 2011 quarter an evaluation of the Governance Committee performance 
will be undertaken. Internal Audit will assist with the administration of the evaluation 
process. 
   

6. Audit Follow Up 
 
An important aspect of the audit process is that of follow up of previous 
recommendations. There is strong commitment from the General Manager and Directors 
for action to be taken on the agreed audit recommendations. As well, the Governance 
Committee continues to send a clear message on the importance of this aspect of the 
audit process. Use of SharePoint system greatly facilitates this process.  
 
Recommendations which have not been actioned as agreed with management will be 
escalated through the General Manager and Governance Committee as appropriate. All 
open extreme and high risk rated recommendations will be reported to the Governance 
Committee each quarter. 
   

7.  Management Meetings 
  
Management meetings include attendance at management forums, scheduled 
discussions with the General Manager, Directors and Legal and Risk Unit members and 
organisational functions such as Big Picture. 
 
It is important that Internal Audit actively participates at a management level in order to 
proactively contribute to management processes and to facilitate keeping informed of 
activities across the organisation. While the Internal Auditor reports administratively to 
the Legal Counsel as Service Unit Manager for Legal and Risk, the Internal Audit Manager 
also has a direct line of report to the General Manager on key matters arising from the 
Internal Audit function. This includes discussions around Internal Audit reports and 
specific matters which may be referred to Internal Audit by the General Manager.  
  

8. Professional Outreach   
 
Internal Audit staff are proactively involved in the audit profession at several levels 
including through the Institute of Internal Auditors (IIA), the Local Government Internal 
Audit Network (LGIAN) and the Institute of Chartered Accountants of Australia (ICAA).  
Good contacts have also been established within the Local Government Managers 
Association and the regional risk and environmental management groups. This presence 
has enabled a strong network of professional contacts to be developed and has helped 
to establish Wyong being seen as a leader in good governance processes within the local 
government sector. Wyong audit staff have contributed to several sector wide initiatives 
which have helped strengthen to governance framework within council and the wider 
local government sector. 
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Apart from the reputation benefit, the other key payback from this professional outreach 
is awareness of better practice processes and providers and the transfer of that 
knowledge to Council.  
 
The plan allows for continuation of this participation. It is noted that activities 
around the IIA and ICAA will largely be undertaken out of normal hours and this 
time has not been included in the plan.    
 

9. Audit planning and performance measurement 
 
Audit planning and performance management are important aspects of the audit 
process. The planning process undertaken as explained previously in this document 
involves an extensive risk analysis of the organisation and liaison with various 
stakeholders. The process also includes quarterly revisions of the plan based actual times. 
A full planning process will be undertaken in the second half of each year in order to 
develop an updated two year plan for consideration by Executive Management and the 
Governance Committee. 
 
A key part of the ensuring that an effective Internal Audit function is in place is to have 
an informative performance management process in place. The performance measures 
applied to the Internal Audit function are as follows: 
 
Partnering with the Governance Committee 

 Overall  Governance Committee members’ satisfaction rating (survey) 
 Percentage completion of approved audit plan (actual measure) 
 Proportion of audits completed within 12 weeks (actual measure) 

 Follow up of previous recommendations (actual measure) 

Support of General Manager and Senior Management 
 Client satisfaction  on completed audits (survey) 
 Client satisfaction  on other support activities – advice, fraud and corruption 

prevention, policies and procedures input (survey) 
 
Managing People and Development 

 Utilisation of audit resources on primary audit functions (actual measure) 
 
Managing Internal Processes 

 Extent of compliance with Institute of Internal Auditors standards (checklist) 
 
Professional Outreach 

 High level interactions outside of Council (anecdotal feedback) 
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Various tools are used to measure performance in these areas including client feedback 
surveys via SharePoint and detailed time records on each audit activity. While there is a 
reasonable level of administration around obtaining these measures they provide useful 
information to Internal Audit, management and the Governance Committee as regards 
the performance of the function. Performance reports against these measures will be 
provided to the Governance Committee and the General Manager and Legal Counsel on 
a quarterly basis. 
 

10.  Contingency 
 
The plan includes a contingency of 13% of available time which is the equivalent of just 
over five weeks per annum per audit staff member.  This contingency provides 
reasonable allowance for impacts such as: 
 

 Extension of audit scopes to address higher risk matters 
 Undertaking of special requests from General Manager/Directors/Governance 

Committee 
 Provision of support to other areas of the Legal and Risk Unit 
 Unplanned absences 

 
Focus will be on the completion of the planned audits in accordance with a schedule pre-
agreed with management. It is important that actual times do not substantially exceed 
the planned levels unless there is good reason to do so. Where a significant over-run is 
expected to occur there will be proactive discussion with the General Manager and 
Governance Committee. Time expended in more discretionary areas such as advice, 
education or professional outreach should generally not exceed budgeted times. 
 
The contingency does not include any additional time worked by the Internal Audit staff 
which averages in excess of 10% of normal hours.  
 

11.  Training 
 
Internal Audit staff are required to be involved with various internal training 
requirements. This item also allows time for attendance at one professional conference 
per annum for each of the audit staff. 
 

12. Administration 
 
Administration covers a range of internal activities including performance appraisals, 
records management, time recording, staff functions, equipment servicing, fire drills, 
records management, relocations etc. 
 


