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MEETING NOTICE 
 

The Audit Risk and Improvement Committee Meeting 

of Central Coast Council 

will be held in the ACL Les Taylor Function Room, 

Level 2, 2 Hely Street, Wyong on 

Tuesday 19 December 2017, at 2.00pm 
for the transaction of the business listed below: 
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1.2 Action Items ....................................................................................................................................................... 5  
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3 General Reports 
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3.3 IA Annual Assurance Statement 2016-2017 ........................................................................................12 

3.4 Internal Audit Year In Review 2016-2017 .............................................................................................27 

3.5 IA Professional Development and Staff Profile ..................................................................................39 

3.6 Recurring Themes and Risk Outlook 2016-2017 ...............................................................................40 

3.7 Chief Internal Auditor's Quarterly Progress Report ..........................................................................57 

3.8 Internal Audit Balanced Scorecard Report ................................ Error! Bookmark not defined. 

3.9 Implementation of Management Actions Arising From IA ReviewsError! Bookmark not defined.  

4 Information Reports 

4.1 Report on Complaints Made .......................................................... Error! Bookmark not defined. 

4.2 Data Breach Security Presentation  .............................................. Error! Bookmark not defined. 
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Manager: Section Manager, Business Services  

Author: Meg Newington, Senior Governance Officer   

 

Chapter 14 of the Local Government Act 1993 (“LG Act”) regulates the way in which 

Councillors and relevant staff of Council conduct themselves to ensure that there is no 

conflict between their private interests and their public functions. 

 

Section 451 of the LG Act states: 

 

“(1) A councillor or a member of a council committee who has a pecuniary interest in 

any matter with which the council is concerned and who is present at a meeting of 

the council or committee at which the matter is being considered must disclose the 

nature of the interest to the meeting as soon as practicable.  

 

(2) The councillor or member must not be present at, or in sight of, the meeting of the 

council or committee:  

 

(a) at any time during which the matter is being considered or discussed by the 

council or committee, or  

(b) at any time during which the council or committee is voting on any question 

in relation to the matter.  

 

(3) For the removal of doubt, a councillor or a member of a council committee is not 

prevented by this section from being present at and taking part in a meeting at 

which a matter is being considered, or from voting on the matter, merely because 

the councillor or member has an interest in the matter of a kind referred to in 

section 448.  

 

(4) Subsections (1) and (2) do not apply to a councillor who has a pecuniary interest in 

a matter that is being considered at a meeting, if:  

 

(a) the matter is a proposal relating to:  

 

(i) the making of a principal environmental planning instrument applying 

to the whole or a significant part of the council’s area, or  

 

(ii) the amendment, alteration or repeal of an environmental planning 

instrument where the amendment, alteration or repeal applies to the 

whole or a significant part of the council’s area, and  
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(a1) the pecuniary interest arises only because of an interest of the councillor in 

the councillor’s principal place of residence or an interest of another person 

(whose interests are relevant under section 443) in that person’s principal 

place of residence, and  

 

(b) the councillor made a special disclosure under this section in relation to the 

interest before the commencement of the meeting.  

 

(5) The special disclosure of the pecuniary interest must, as soon as practicable after 

the disclosure is made, be laid on the table at a meeting of the council and must:  

 

(a) be in the form prescribed by the regulations, and  

(b) contain the information required by the regulations.” 

 

Further, the Code of Conduct adopted by Council applies to Council, Councillors and staff.  

The Code relevantly provides that if Councillors or staff have a non-pecuniary conflict of 

interest, the nature of the conflict must be disclosed as well as providing for a number of 

ways in which a non-pecuniary conflict of interests might be managed. 

 

 

Recommendation 

 

That Committee Members now disclose any conflicts of interest in matters under 

consideration by the Committee at this meeting. 
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Trim Reference: F2017/00092 - D12906213 

Author: Meg Newington, Senior Governance Officer   

Manager: James Taylor, Section Manager, Governance   

Executive: James Taylor, Section Manager, Governance   

 

Current outstanding Action Items listed below 
 
 

 

ACTION ITEM SCHEDULE 

 

ITEM ACTION 
RESPONSIBLE 

OFFICER 

GB1/17 

20 June 2017 

Meeting 

A request that the three independent 

members of the ARIC have a tour of the LGA 

and view major facilities, capital works and 

infrastructure in due course.   

CEO 

 

 

Recommendation 

 

That the Committee note the outstanding action item. 
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D12885797 

Manager: Sonia Witt, Section Manager, Business Services  

Author: Meg Newington, Senior Governance Officer   

 

Summary: 

 

Confirmation of minutes of the previous Audit Risk and Improvement Committee Meeting 

held on Tuesday 29 August 2017 and the extraordinary meeting held Tuesday 21 November 

2017. 

 

 

Recommendation: 

 

That the Committee confirm the minutes of the previous Audit Risk and Improvement 

Committee Meeting held on Tuesday 29 August 2017 and the extraordinary meeting 

held Tuesday 21 November 2017. 

 

 

Attachments: 

 

1  MINUTES - Audit Risk and Improvement Committee Meeting - 29 August 

2017 

 D12808545 

2  MINUTES - Audit Risk and Improvement Committee - Extraordinary 

Meeting - 21 November 2017 

 D12893845 
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Manager: James Taylor, Section Manager, Governance   

Executive: James Taylor, Section Manager, Governance   

 

Report Purpose 

 

Public availability of supporting papers to the Audit Risk and Improvement Committee 

Agenda. 

 

 

Recommendation 

 

That the Committee make a determination as to whether supporting papers to the 

Agenda be made publicly available, pursuant to Clause 6.4 of the Audit, Risk and 

Improvement Committee Charter. 

 

Context 

 

Council’s Audit Risk and Improvement Committee Charter states: 

 

All Committee Agendas set by the Chair and Minutes confirmed by the Committee will be 

recorded in Council's electronic document management system and made publicly available 

on Council’s website.  Supporting papers to the agenda considered by the Committee will be 

made publicly available on Council’s website unless the business is of the following kind:  

 

 Personnel matters concerning particular individuals.  

 Personal hardship of any resident or ratepayer.  

 Information that would, if disclosed, confer a commercial advantage on a person with 

whom Council is conducting (or proposes to conduct) business.  

Commercial information of a confidential nature that would, if disclosed:  

• prejudice the commercial position of a person who supplied it; or  

• confer a commercial advantage on a competitor of Council; or 

• reveal a trade secret.  

 Information that would, if disclosed, prejudice the maintenance of law.  

Matters affecting the security of Council, Council Officials and Council property.  

Advice concerning litigation, or advice that would otherwise be privileged from 

production in legal proceedings on the grounds of legal professional privilege.  

 Information concerning the nature and location of a place or an item of Aboriginal 

significance on community land.  

 

Item No: 3.1  
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If the subject business is of a kind listed above then those documents will be issued under 

separate cover to the Agenda and are to be treated as confidential. The grounds for 

restricting public access to documents will be stated in the Agenda along with an explanation 

provided as to why public access would be, on balance, contrary to the public interest.  

 

It is therefore appropriate that the Committee determine whether the supporting papers to 

the Agenda for this meeting be made publicly available. 

 
 

Attachments 

 

Nil. 
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Trim Reference: F2017/00092 - D12896863 

Author: Michael Tattoli, Section Manager Insurance and Risk   

Manager: Shane Sullivan, Unit Manager, Governance & Business Services   

Executive: Brian Glendenning, Executive Manager Governance   

 

Report Purpose 

 

To provide a report on the Central Coast Council Enterprise Risk Management Framework as 

requested by the Audit, Risk and Improvement Committee. 

 

 

Recommendation 

 

That the Audit Risk and Improvement Committee note the proposed project to develop a 

Central Coast Council Enterprise Risk Management framework in 2018. 

 

 

Background 

 

From 2008 the former Gosford City Council had a Risk Management Committee, and from 

2009 it had a basic Enterprise Risk Management (ERM) framework in place. That Committee 

endorsed the development of a more detailed, robust and effective framework, and an ERM 

project was funded and draft ERM documents were designed over the next couple of years.  

The ERM project did not maintain momentum due to competing priorities, and the Risk 

Management Committee ceased to meet in 2014.  This aligned to a significant change in 

structure and leadership at the former Gosford City Council.  Draft ERM documents and 

proposed methodology were used by some areas throughout the former Gosford City 

Council.      

 

From 2014 the former Wyong Shire Council had both a Corporate Risk Management Group 

(CRMG) and an ERM framework.  That ERM framework was prepared with the assistance of an 

external consultant and in consultation with the Audit and Risk Committee of that former 

Council.  As a collateral effect of the merger and the departure of key staff overseeing ERM 

operation, the CRMG was disbanded.  

 

Current status 

 

Central Coast Council currently is without an integrated enterprise risk management 

framework and now has the opportunity to implement a Central Coast Council ERM 

framework. 

 

Item No: 3.2  

Title: Enterprise Risk Management  
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As with all policies, systems and procedures of the two former councils, a consolidation 

process is being undertaken.  Enterprise risk management is an area that has been identified 

as a priority, as it is essential that this is brought to the forefront of management principles 

and methodologies to ensure sound decision making at all levels.   

 

At this stage, current high level risks for Central Coast Council specifically are undetermined, 

however all councils face similar generic risks. The 2017 Australian Local Government Risk 

Report (by AON Risk Solutions) identifies the top 10 risks for councils as being: 

 

1. Financial sustainability – rate capping, freeze on grants, cost shifting; 

2. Infrastructure – funding shortfalls, competing budgets; 

3. Asset protection – widening asset renewal gap, funding; 

4. Weather – impact on council assets by extreme weather / climate change; 

5. Health and safety – extended duty of care to others (contractors, volunteers, 

visitors); 

6. Funding – Freeze on financial assistance grants; 

7. Reputation – constant scrutiny from media and ratepayers; 

8. Cyber – increasing cyber-attacks on federal, state and local government systems; 

9. Environment – population growth, planning scheme amendments, coastline 

developments; and   

10. Human resources – attracting and retaining specialist staff 

 

It should be noted that risks associated with amalgamations or political influences were not 

considered or identified in this report, both of which may be applicable to Central Coast 

Council.   

 

Next steps 

 

The Executive Manger Governance has endorsed a project in 2018 to develop and implement 

a Central Coast Council Enterprise Risk Management framework. 

 

There is an opportunity for the Audit Risk and Improvement Committee to provide valuable 

input and guidance into what it recommends Council should consider in creating a new ERM 

policy and framework and the reporting requirements that the Committee would expect to 

see. 

  

The project as proposed would aim to: 

 

 Provide direction and commitment to Enterprise Risk Management principles as part of 

Council’s management planning, decision making and the undertaking of operational 

activities. 

 Effectively integrate the management of risk into Council’s high-level management 

planning activities to ensure the achievement of its strategic objectives as outlined in the 

Community Strategic Plan and associated documents. The Enterprise Risk Management 
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(ERM) Framework involves ERM being integrated with Council’s Integrated Planning and 

Reporting Structure. 

 Apply and incorporate the Enterprise Risk Management Framework into Council’s 

operational activities and business planning processes. 

 Promote an environment of risk awareness and willingness to manage risk at all levels of 

the organisation. 

Based on feedback from the Committee, the work done by the former Wyong and Gosford 

Councils, and industry best practice, it is proposed that an ERM policy and framework for 

Central Coast Council be created over a 12 month period commencing in the 2018 calendar 

year. 

 

This Central Coast Council ERM Policy and Framework will be presented to the Executive 

Leadership Team for approval and provided to the Committee for comment.  

 

 

Enterprise Risk Management (general) 

 

Enterprise Risk Management is a structured and disciplined approach to aligning strategy, 

processes, people, technology and knowledge for the purpose of evaluating and managing 

uncertainties the organisation will face in its business.  Development of an Enterprise Risk 

Management Framework is an essential component of effective corporate governance and 

demonstrates the organisation’s commitment to due diligence. 

 

The international standard for Risk Management - ISO 31000, defines risk as “effect of the 

uncertainty on objectives”. With this in mind, it is the variables in any undertaking that 

require further investigation to determine a more predictable or more acceptable influence 

on objectives. A risk management framework is designed to encourage an organisation to 

assess all objectives and determine the best allocation of resources and appropriate 

processes for the most beneficial and rewarding outcome.   

 

There is an expectation for Council to make honest, transparent and responsible decisions on 

behalf of the community. An integrated and robust enterprise risk management framework 

assists Council in demonstrating that expectation. 

 

 

 
 

Attachments 

 

Nil. 
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Author: Tina Baker, Chief Internal Auditor   

 

Report Purpose 

 

The IA Annual Assurance Statement forms part of the standard suite of reports to the Audit, 

Risk and Improvement Committee presented annually by Internal Audit.  

 

Consideration of confidentiality (if required): 

 

Section 6.4 of the ARIC Charter states: “Supporting papers to the agenda considered by the 

Committee will be made publicly available on Council’s website” with a number of specified 

exceptions to this.  It is the Chief Internal Auditor’s view that that the nature or content of this 

report does not falls within any of the listed exceptions and so this report and its attachment 

should be publicly available. 

 

Summary 

 

To provide the Audit, Risk and Improvement Committee (ARIC) with an annual assurance 

statement from Internal Audit in line with the Institute of Internal Auditors professional 

practices and based on the results of the 2016-2017 IA work programme.   

 

Recommendation 

 

The Audit, Risk and Improvement Committee receive the IA Annual Assurance 

Statement for 2016/17 and accompanying information from the Chief Internal Auditor.  

 

Context 

 

The Institute of Internal Auditors’ International Professional Practices Framework contains a 

number of professional standards to help protect the integrity and validity of assurance 

provided by Internal Audit through the IA programme of reviews. 

 

The annual assurance statement covers the following key areas: 

 

 Conflicts of interest  

 Error and omissions  

 Impairments to objectivity and independence  

 IA accountability 

 

Item No: 3.3  

Title: IA Annual Assurance Statement 2016-2017  

Department: Governance  
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The attachment at Appendix 1 provides an overview of each of these areas in relation to IA 

performance during 2016/17. 

 

The annual assurance statement is intended to give some comfort to the Audit, Risk and 

Improvement Committee that Internal Audit (IA) is operating independently, competently 

and with integrity.  When reviewed as part of the full suite of reports provided by IA to the 

Committee, the statement helps the Committee to determine whether IA is able to deliver the 

IA annual work programme ‘without fear or favour’ and in line with the professional 

standards as established by the Institute of Internal Auditors and the Office of Local 

Government’s Internal Audit Guidelines.   

 

For additional context the statement provides an illustration of the Three Lines of Defence 

model and how the IA function fits into the overall governance, risk and compliance 

framework.  IA is defined as the last line of defence, after management controls and internal 

review functions such as risk management, quality checks and inspections.   

 

The independent and objective nature of the work performed by the agents under the third 

line of defence, does not obviate the need for accountability and so the IA Annual Assurance 

Statement also shows the various ways in which the role and work of IA is open to scrutiny, 

challenge and performance assessment.     

 

The Annual Assurance Statement therefore provides the Audit, Risk and Improvement 

Committee with information relating to the integrity of the IA function, whether any 

significant elements of IA’s work have been compromised and with a summary of how 

conflicts are managed.  

 

Summary Of Results For 2016/17 

 

No potential or actual conflicts of interest were identified or reported.  

 

No errors or omissions were identified or reported.  

 

There were no impairments to the objectivity and independence of the IA function reported 

during 2016-2017. 

 

Conclusions 

  

The annual assurance statement provides some comfort to the Committee that the IA 

function is operating with reasonable independence and objectivity, in line with professional 

standards and OLG guidance.    

 
 

Attachments 

 

1  Appendix 1 IA Annual Assurance Statement 2016 2017  D12902276 
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Author: Tina Baker, Chief Internal Auditor   

 

Report Purpose 

 

The IA Year In Review forms part of the standard suite of reports to the Audit, Risk and 

Improvement Committee presented annually by Internal Audit.  

 

Consideration of confidentiality (if required) 

 

Section 6.4 of the ARIC Charter states: “Supporting papers to the agenda considered by the 

Committee will be made publicly available on Council’s website” with a number of specified 

exceptions to this.  It is the Chief Internal Auditor’s view that that there is nothing in the 

nature or content of this report that falls within any of the listed exceptions and so this report 

and its attachment should be publicly available. 

 

Summary 

 

To provide the Audit, Risk and Improvement Committee with a summary of the work of the 

Chief Internal Auditor for 2016/17. 

 

Recommendation 

 

That the Audit, Risk and Improvement Committee receive the Internal Audit ‘Year In 

Review’ report and accompanying information. 

 

Context 

 

This Year In Review takes a look back at some of the key achievements of the IA function over 

the period 12 May 2016 (date of amalgamation) to 30 June 2017, aligned to the IA 

framework, vis a vis:    

 

delivery of business assurance reviews  

consulting and advisory activities 

IA work around quality and performance  

IA planning and analysis  

 

  

Item No: 3.4  

Title: Internal Audit Year In Review 2016-2017  
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19 December 2017 Audit Risk and Improvement Committee Meeting       



3.4 Internal Audit Year In Review 2016-2017 (contd) 

 

- 28 - 

Key Headlines 

 

For 2016/17, the main focus for IA was on consultancy/advisory work due to the extensive 

activity around the organisational restructure and the absence of an Audit Committee for the 

period up to 26 May 2017.  Key achievements across the four elements of the IA Framework 

are illustrated in Appendix 1 and include:  

 

Assurance Services 

 

• RMS Drives Wyong Shire Council 

• RMS Drives Gosford City Council 

• NHV Accreditation 

• Administration and Effectiveness of the WSC Audit and Risk Committee 

• S94 Contributions 

• Payroll Validation Review (South Office) 

• Libraries - Cash Management 

 

IA Consulting & Advisory Activities 

 

• Twenty two fraud and corruption risk assessment guides revised and updated for 

managers 

• Manager’s Guide to Succession Planning compiled in response to a request for advice 

from a senior manager concerned about the potential loss of critical skills and 

knowledge from his team 

• Due diligence checklist compiled and provided to the sponsorship/grants team 

• Independent assessor for evaluation, recruitment, interview and appointment of 

Cessnock City Council Chair of the Audit, Risk and Improvement Committee 

• Input into scoping workshops for transformation workstreams of corporate strategy, 

finance, procurement and contract management, waste management, libraries, 

emergency management 

• Analysis of fees and charges, opening hours and current/future services for libraries to 

help direct their strategic and operational direction 

• Five public speaking engagements at professional conferences/networks 

 

Quality & Performance 

 

• CIA’s successful completion and award of IIA’s CCSA – Certification in Control Self-

Assessment 

• Reworking and presentation of IA Value Proposition 

• IA processes mapped and uploaded into the corporate ProMapp system 

 

IA Planning and Analysis 

 

 Stakeholder engagement meetings, especially with officers/managers in the South  

 Drafted out new audit needs assessment (ANA) template for future analysis and 

modelling to help shape the IA work program going forward 
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 IA work program for 2017/18 drawn up based on theme of fraud and corruption 

prevention (one of the performance audit focus areas for the NSW Audit Office) 

 

Conclusions 

 

Overall it was a productive year for the Chief Internal Auditor, even though the IA function 

was reduced to just one FTE due to the maternity leave and then subsequent resignation of 

the Internal Auditor.  The focus was on trying to add value through consultancy activities and 

to provide management with useful information/advice to help navigate the challenges 

brought about by the high degree of organisational change and uncertainty.  Feedback from 

specific managers in relation to this work was positive and encouraging.   

 
 

Attachments 

 

1  Appendix 1 IA Year In Review 2016 2017  D12902344 
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Author: Tina Baker, Chief Internal Auditor   

 

Report Purpose 

 

The IA emerging Themes and Risk Outlook forms part of the standard suite of reports to the 

Audit, Risk and Improvement Committee presented annually by Internal Audit.  

 

Consideration of confidentiality:  

 

Section 6.4 of the Audit, Risk and Improvement Committee Charter states: “Supporting 

papers to the agenda considered by the Committee will be made publicly available on 

Council’s website” with a number of specified exceptions to this.  The Chief Internal Auditor 

considers view that that the nature or content of this report does not falls within any of the 

listed exceptions and so recommends that this report and its attachment is made publicly 

available in line with Section 6.4 of the Charter. 

 

Summary 

 

A paper summarising the recurring themes and challenges arising from the 2016/17 IA work 

programme along with a risk outlook identifying emerging corporate risks and opportunities 

for Council in 2017/18 and beyond. 

 

Recommendation 

 

That the Audit, Risk Committee and Improvement receive the Emerging Themes and 

Risk Outlook report presented by Internal Audit. 

 

Context 

 

Internal Audit (IA) present a paper to the Audit, Risk and Improvement Committee each year 

on emerging themes arising from IA reviews and other elements of the work programme, 

along with a risk outlook of emerging corporate and operational risks for the next 12 months 

and beyond.  The emerging themes exercise acts as a useful barometer for organisational 

culture.  

 

  

Item No: 3.6  
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The themes identified through this report present considerations around cultural or 

behavioural factors that have the potential to adversely impact the five key value drivers 

which the IA team use to underpin business assurance work, namely:  

 

 Cost competitiveness (economy) 

 Stakeholder confidence (internal and external) 

 Productivity and performance (effectiveness) 

 Operational agility (efficiency) 

 Customer and/or community reach  

 

Emerging Themes 

 

The impact of the organisational restructure on efficiency and performance has been 

significant. Staff have faced the challenge of delivering ‘business as usual’ whilst not being 

certain of their own role, position or reporting line in the new structure.    

 

The restructure has also resulted in loss of corporate knowledge, compounded further in 

that information is increasingly being held across different sources and more than one 

electronic document management system (TRIM and ECM) is in operation.    For example, 

information relating to workstream projects is held in SmartSheet or on network drives or 

cloud drives created and saved by consultants who have now left the organisation. 

 

The temporary nature of both the administration (pre-election) and leadership created (and 

continues to create) ongoing uncertainty for staff, resulting in continued divergence of 

systems, processes and operations for many critical processes.   This uncertainty continues in 

so far as section 333 of the Local Government Act, 1993 requires: “The council must review, 

and may re-determine, the organisation structure within 12 months after any ordinary election 

of the council.”   

 

The lack of enterprise risk management during the period has led to risk being managed at 

a local level, and sometimes in a reactive manner, rather than at a strategic level and through 

a consistent process.   

 

Risk Outlook 

 

When identifying the emerging, strategic risks for Council, it is important to consider the 

global and macro-economic and social issues, and the impact these can have at a local level, 

as this can be acute.  A downturn in the national economy for example, can have a significant 

impact on a region like the Central Coast where the unemployment levels are above average 

and many members of the community are having to commute outside the region for 

employment.  
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This paper looks at the key emerging corporate risks, as identified by Protiviti in their paper, 

“Executive Perspectives on Top Risks for 2017” and presents the potential impact from a 

Council perspective.  It is important that these risks are not just considered in isolation 

however, as the significance and consequences can increase considerably in the event of risk 

aggregation and/or accumulation.    

 

The NSW Premier’s priorities are a helpful anchor point as they reflect many of the challenges 

facing the Central Coast Community and Council and early indications from community 

engagement on the strategic plan suggest similar themes to be emerging.  Considering 

Council’s response to these risks therefore could help the organisation adopt a proactive, 

strategic agenda for managing some of these risks.   

 

Conclusion 

 

IA will continue to objectively review the effectiveness of controls in place to manage key 

strategic and operational risks associated with the topic areas in the annual IA work 

programme and report to Council, via the Audit, Risk and Improvement Committee on the 

outcome of those reviews.  The Audit, Risk and Improvement Committee may commission 

changes to the IA work programme at any time in line with emerging corporate or 

operational risks as they consider appropriate.  

 
 

Attachments 

 

1  Appendix 1 IA Emerging Themes and Risk Outlook 2016 2017  D12906093 
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Report Purpose 

 

To set dates for future Audit Risk and Improvement Committee meetings in 2018 pursuant to 

Clause 6.1 of the Audit Risk and Improvement Committee Charter. 

 

 

RECOMMENDATION 

 

That the Committee set Dates for ARIC meetings in 2018. 

 

 

 

Attachments 

 

Nil. 
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