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Meeting Notice 

 

The Audit Risk and Improvement Committee Meeting  

of Central Coast Council  

will be held in the Committee Room,  

49 Mann Street, Gosford on 

  Tuesday 4 December 2018, 

 

for the transaction of the business listed below: 
 

 

 

 

Receipt of Apologies  
  

 

1 GENERAL REPORTS 

1.1 Disclosures of Interest ...................................................................................................... 3 
1.2 Confirmation of Minutes of Previous Meeting ................................................................... 5 
1.3 Outstanding Action Items ............................................................................................... 12 
1.4 Enterprise Risk Management Framework - Update ....................................................... 14 
1.5 Update on GIPA Requests ............................................................................................. 57 
1.6 Customer Experience Survey Results ............................................................................ 62 
1.7 Customer Complaints and Compliments ........................................................................ 68 
1.8 Annual Plan for 2019 - Proposed ................................................................................... 71 
1.9 IA Balanced Scorecard Report ....................................................................................... 74 
1.10 Chief Internal Auditor's Quarterly Progress Update ....................................................... 81 
1.11 IA Comparative Data Analysis and Risk Outlook Report ............................................... 84 
1.12 IA Emerging Themes Report  ......................................................................................... 88 
1.13 IA Work Programme 2018 to 2020 ............................................................................... 113 
1.14 Implementation of Management Actions Arising From IA Reviews ............................. 140 
1.15 Dates for 2019 Audit, Risk and Improvement Committee (ARIC) meetings ................ 144   

2 CONFIDENTIAL ITEMS 

2.1 Report from the Office of the Internal Ombudsman 

   

 

 

 

 

 

Gary Murphy 

Chief Executive Officer 
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Trim Reference: F2018/00028 - D13380985 

 

Report Purpose 

 

Chapter 14 of the Local Government Act 1993 (“LG Act”) regulates the way in which the 

councillors, members of Council Committees and relevant staff of Council conduct 

themselves to ensure that there is no conflict between their private interests and their public 

functions. 

 

Section 451 of the LG Act states: 

 

(1) A councillor or a member of a council committee who has a pecuniary interest in 

any matter with which the council is concerned and who is present at a meeting of 

the council or committee at which the matter is being considered must disclose the 

nature of the interest to the meeting as soon as practicable.  

 

(2) The councillor or member must not be present at, or in sight of, the meeting of the 

council or committee:  

 

(a) at any time during which the matter is being considered or discussed by the 

council or committee, or  

(b) at any time during which the council or committee is voting on any question 

in relation to the matter.  

 

(3) For the removal of doubt, a councillor or a member of a council committee is not 

prevented by this section from being present at and taking part in a meeting at 

which a matter is being considered, or from voting on the matter, merely because 

the councillor or member has an interest in the matter of a kind referred to in 

section 448.  

 

(4) Subsections (1) and (2) do not apply to a councillor who has a pecuniary interest in 

a matter that is being considered at a meeting, if:  

 

(a) the matter is a proposal relating to:  

 

(i) the making of a principal environmental planning instrument applying 

to the whole or a significant part of the council’s area, or  

 

(ii) the amendment, alteration or repeal of an environmental planning 

instrument where the amendment, alteration or repeal applies to the 

whole or a significant part of the council’s area, and  

Item No: 1.1  

Title: Disclosures of Interest  

Department: Governance  
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(a1) the pecuniary interest arises only because of an interest of the councillor in 

the councillor’s principal place of residence or an interest of another person 

(whose interests are relevant under section 443) in that person’s principal 

place of residence, and  

 

(b) the councillor made a special disclosure under this section in relation to the 

interest before the commencement of the meeting.  

 

(5) The special disclosure of the pecuniary interest must, as soon as practicable after 

the disclosure is made, be laid on the table at a meeting of the council and must:  

 

(a) be in the form prescribed by the regulations, and  

(b) contain the information required by the regulations. 

 

Further, the adopted Code of Conduct adopted by Council applies to all councillors, members 

of Council committees and staff.  The Code relevantly provides that if a councillor, member of 

a Council committee or staff have a non-pecuniary conflict of interest, the nature of the 

conflict must be disclosed as well as providing for a number of ways in which a non-

pecuniary conflicts of interests might be managed. 

 

Council’s Audit Risk and Improvement Committee Charter states that all supporting papers to 

the meeting agendas will be released to the public on Council’s website, unless such release 

would be contrary to the public interest.  It is considered that the nature or content of this 

report and attachments do not fall within any of the  exceptions listed under Clause 6.4 of the 

Charter and release to the public be approved. 

 

Recommendation 

 

1 That Council now disclose any conflicts of interest in matters under consideration 

by Council at this meeting. 

 

2 That the Committee make a recommendation that this report be made publicly 

available as the nature or content of the report do not fall within any listed 

exceptions pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter. 

 

 
 

Attachments 

 

Nil  
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Trim Reference: F2018/00028 - D13359004 

Author: Kelly Drover, Advisory Group Support Officer   

Manager: James Taylor, Acting Unit Manager, Governance and Business Services   

Executive: Shane Sullivan, Acting Director Governance   

 

Summary 

 

Confirmation of minutes of the previous Ordinary Meeting of Council held on 2 October 2018. 

 

Council’s Audit Risk and Improvement Committee Charter states that all supporting papers to 

the meeting agendas will be released to the public on Council’s website, unless such release 

would be contrary to the public interest.  It is considered that the nature or content of this 

report and attachments do not fall within any of the exceptions listed under Clause 6.4 of the 

Charter and release to the public be approved. 

 

 

Recommendation 

 

1 That the Committee confirm the minutes of the previous meeting held on 2 

October 2018. 

 

2 That the Committee make a recommendation that this report and the supporting 

papers to this report be made publicly available as the nature or content of the 

report do not fall within any listed exceptions, pursuant to Clause 6.4 of the Audit, 

Risk and Improvement Committee Charter. 

 

 

 

 
 

Attachments 

 

1  MINUTES - Audit Risk and Improvement Committee Meeting - 2 October 

2018 

 D13350861 

  

 

Item No: 1.2  

Title: Confirmation of Minutes of Previous Meeting  
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Central Coast Council 

 
Minutes of the 

AUDIT RISK AND IMPROVEMENT  

COMMITTEE MEETING 
Held in the Committee Room, 2 Hely Street, Wyong 

on 2 October 2018, commencing at 2.05PM 

 

 

 

 

Present 

 

Dr Colin Gellatly (Chairperson)  

Carl Millington 

John Gordon 

Councillor Louise Greenaway (arrived 2:19pm) 

Councillor Doug Vincent 

 

 

In Attendance 

 

Gary Murphy  Chief Executive Officer 

Shane Sullivan  Acting Executive Manager Governance 

Phil Cantillon  Acting Director Connected Communities 

Chris Sienko  for the Chief Information Officer 

Boris Bolgoff  Acting Director Assets Infrastructure and Business 

Kristie Bryant  Unit Manager People Planning and Operations (for Item 1.8) 

Tina Baker   Chief Internal Auditor 

Vivienne Louie  Unit Manager Finance 

James Taylor  Acting Unit Manager Governance and Business Services 

 

James Sugumar Audit Office of NSW 

Marco Monaco Audit Office of NSW 

 

Apologies 

 

Lilly Mojsin   Senior Internal Ombudsman 

Martin Elwell  Chief Information Officer 
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1.1 Disclosures of Interest 

Resolution: 

 

1 That the Committee receive the report on Disclosures of Interest.   

 

2 That this report be made publicly available, pursuant to Clause 6.4 of the Audit, 

Risk and Improvement Committee Charter.   

 

3 Acting Executive Manager Governance, Shane Sullivan made a less than 

significant non-pecuniary interest disclosure under Items 1.9 and 1.10 that her 

husband had formerly been employed by the company TeamMate Asia Pacific 

mentioned in the reports.   

 
 

 

1.2 Confirmation of Minutes of Previous Meeting 

Resolution: 

 

1 That the Committee confirm the minutes of the previous Meeting held on 19 June 

2018. 

 

2 That this report and the supporting papers to this report be made publicly 

available, pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter. 

 
 

 

1.3 Outstanding Action Items 

Resolution:  

 

1 That the Committee note the report. 

 

2 That the supporting papers to this report be made publicly available, pursuant to 

Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 
 

 

 

GENERAL REPORTS 

 

1.4 Tour of LGA by Independent Committee Members 

Resolution: 

 

1 That the Independent Members of the ARIC and the Chief Executive Officer attend a 

tour of the Local Government Area on Friday 30 November 2018. 

 

2 That the supporting papers to this report be made publicly available, pursuant to 

Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 
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1.5 Enterprise Risk Management Framework - Update 

Resolution: 
 

1 That the Committee note the report on the current status of the Enterprise Risk 

Management Framework project and the confirmation that Councillors will 

receive a presentation on the Framework after the completion of the project.   

 

2 That an update on the Enterprise Risk Management Framework project be 

provided to the Audit, Risk and Improvement Committee at the 4 December 2018 

meeting.  
 

3 That the supporting papers to this report be made publicly available, pursuant to 

Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 

 
 

 

1.6 Management Letter on the interim phase of external audit for the year 

ending 30 June 2018  

Resolution: 

 

1 That the Committee receive the Management Letter on the interim phase of the 

external audit for the year ending 30 June 2018. 

 

2 The Extraordinary meeting to review Financial Statements for the reporting period 

ended 30 June 2018 to be rescheduled to 8 November 2018, 2pm at Wyong Admin 

Building.   

 

3 That the supporting papers to this report be made publicly available, pursuant to 

Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 
 

 

 

1.7 Update on Management Actions Arising from IA Reviews (Payroll Items 5 

and 9) 

Resolution:  

 

1 That the Committee receive the update to the report on the implementation of 

management actions arising from IA reviews for payroll items 5 and 9. 

 

2 That the Audit, Risk and Improvement Committee assign a ‘confidential’ privacy 

marking to Appendix 1 to this report for the reasons that it contains information 

that could compromise the security of Council, Council Officials and Council 

property and that it not be made publicly available, pursuant to Clause 6.4 of the 

Audit, Risk and Improvement Committee Charter . 
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1.8 My Voice Survey Results  

Krystie Bryant gave a presentation to the Committee on the results of the My Voice Survey.   
 

Resolution: 
 

1 That the Committee receive the report on the My Voice Survey Results.   

 

2 That the results of Council’s latest Customer Satisfaction Survey be presented at 

the 4 December 2018 Audit, Risk and Improvement Committee meeting. 
 

3 That the supporting papers to this report not be made publicly available, pursuant 

to Clause 6.4 of the Audit, Risk and Improvement Committee Charter.   

 
 

 

1.9 Chief Internal Auditor's Quarterly Progress Report 

Resolution: 

 

1 That the Committee receive the Chief Internal Auditor’s report.   

 

2 That the Chief Executive Officer report back to the Audit, Risk and Improvement 

Committee at the 4 December 2018 meeting on resourcing of the Internal Audit 

function including a co-source model.   

 

3 That this report and the supporting papers not be made publicly available, 

pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 

 
 

 

1.10 IA Balanced Scorecard Report September 2018 

Resolution: 

 

1 That the Committee receive the Chief Internal Auditor’s Balanced Scorecard 

Report. 

 

2 That this report and supporting papers be made publicly available, pursuant to 

Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 

 
 

 

1.11 Implementation of Management Actions Arising From IA Reviews 

Resolution: 

 

1 That the Committee receive the report on the implementation of management 

actions arising from IA reviews.   

 

2 That an update be provided on the actions arising from IA reviews at the 4 

December 2018 Audit, Risk and Improvement Committee meeting.   
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3 Pursuant to Clause 6.4 of the Audit, Risk and Improvement Charter, the 

Committee assign a ‘confidential’ privacy marking to Appendix 1 to this report for 

the reasons that it contains information that could compromise the security of 

Council, Council Officials and Council property and that it not be made publicly 

available, pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter.  

 
 

 

1.12 IA Year in Review 2017-2018 

Resolution: 

 

1 That the Committee receive the Internal Audit ‘Year in Review’ report and 

accompanying information. 

 

2 That this report be made publicly available, pursuant to Clause 6.4 of the Audit, 

Risk and Improvement Committee Charter.   

 
 

1.13 IA Annual Assurance Statement 2017 2018 

Resolution: 
 

1 That the Committee receive the IA Annual Assurance Statement for 2017/18 and 

accompanying information from the Chief Internal Auditor, with the following 

change to the last page of Attachment 1: 

 

x Not all elements of the ARIC Charter in respect of the responsibilities for IA 

were followed completed. 
 

2 That a draft annual plan, including actions required to be completed by the 

Committee and proposed dates for 2019 meetings be developed and presented at 

the 4 December 2018 Audit, Risk and Improvement Committee meeting.   
 

3 That this report and supporting papers be made publicly available, pursuant to 

Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 

 

 

 

1.14 Data Breach Security Update 

Resolution: 
 

1 That the Committee receive the report on Council’s Data Breach Security. 
 

2 That the this Report and Attachment not be made publicly available, pursuant to 

Clause 6.4 of the Audit, Risk and Improvement Committee Charter, for the reason 

that it contains information that could compromise the security of Council, 

Council Officials and Council property.   
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GENERAL BUSINESS 

 

GB4/18 Mayor attendance at Future Meetings 

 

The Committee discussed the request from the Mayor to attend a meeting of the Audit, Risk 

and Improvement Committee. 
 

Resolution: 
 

That in accordance with the Audit, Risk and Improvement Committee Charter the 

Committee extends an invitation to the Mayor to attend a future meeting of the 

Audit, Risk and Improvement Committee. 

 

 

GB5/18 Formal Meeting Invitation to External Auditors 

 

The Committee discussed the requirement to extend a formal invitation to the External 

Auditors to attend the Audit, Risk and Improvement Committee meetings. 
 

Resolution: 
 

That in accordance with the Audit, Risk and Improvement Committee Charter the 

Committee extends a formal invitation to the NSW Audit Office to attend each 

meeting of the Audit, Risk and Improvement Committee. 
 

 

GB6/18 GIPA, Code of Conduct and Public Interest Disclosures Report 

 

The Committee requested a report summarising GIPA requests including performance 

information, complaints, compliments and Public Interest Disclosures. 
 

Resolution: 
 

That the Acting Executive Manager Governance arrange to provide a report to the 

4 December 2018 Audit, Risk and Improvement Committee meeting with a 

summary of GIPA requests, data regarding Code of Conduct and Public Interest 

Disclosure matters and themes arising. 
 

The Meeting closed at 3.58pm 

 

Next Meetings:  Extraordinary Meeting to review Financial Statements 

    Thursday 8 November, 2018 

    2pm – 5pm  

    Wyong Committee Room 

2 Hely Street, Wyong  

 

    Ordinary Meeting   

Tuesday 4 December, 2018  

    2pm – 5pm 

    Gosford Committee Room 

    49 Mann Street, Gosford 
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Report Purpose 

 

A review of the Outstanding Action Items from previous meetings. 

 

 

Recommendation 

 

1 That the Committee notes the report. 

 

2 That the Committee make a recommendation that this report be made publicly 

available as the nature or content of the report do not fall within any listed 

exceptions pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter. 

 

 

 

ACTION ITEMS 

 

ITEM ACTION RESPONSIBLE 

OFFICER 

COMMENT 

1.4 

19 June 2018 

The Councillors be given a 

presentation on the ERM Framework 

when finalised 

Acting Director, 

Governance 

Presentation 

planned for 3 

December 2018 

1.5 

2 October 2018 

That an update on the Enterprise 

Risk Management Framework 

project be provided to the Audit, 

Risk and Improvement Committee at 

the 4 December 2018 meeting. 

Acting Director, 

Governance 

To be provided 

at the 4 

December 2018 

ARIC meeting 

1.8 

2 October 2018 

That the results of Council’s latest 

Customer Satisfaction Survey be 

presented at the 4 December 2018 

meeting. 

Director, 

Connected 

Communities 

To be provided 

at the 4 

December 2018 

ARIC meeting  

Item No: 1.3  

Title: Outstanding Action Items  

Department: Governance  
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ACTION ITEMS 

 

ITEM ACTION RESPONSIBLE 

OFFICER 

COMMENT 

1.9 

2 October 2018 

That the Chief Executive Officer 

report back to the 4 December 2018 

meeting on resourcing of the 

Internal Audit function including a 

co-source model.   

 

Acting Director, 

Governance 

Verbal response 

to be provided 

to 4 December 

2018 ARIC 

meeting 

 

1.11 

2 October 2018 

That an update be provided on the 

actions arising from IA reviews at the 

4 December 2018 meeting. 

Chief Internal 

Auditor 

To be reported 

to 4 December 

2018 ARIC 

meeting 

 

1.13 

2 October 2018 

That a draft annual plan, including 

actions required to be completed by 

the Committee and proposed dates 

for 2019 be developed and 

presented at the 4 December 2018 

meeting. 

Acting Director, 

Governance 

To be reported 

to 4 December 

2018 ARIC 

meeting 

 

GB4/18 

2 October 2018 

That in accordance with the Audit, 

Risk and Improvement Committee 

Charter the Committee extends an 

invitation to the Mayor to attend a 

future meeting of the Audit, Risk and 

Improvement Committee. 

Acting Director, 

Governance 

The Mayor has 

accepted an 

invitation to 

attend 4 

December 2018 

ARIC meeting 

GB6/18 

2 October 2018 

A report to be provided to the 4 

December 2018 meeting with a 

summary of GIPA requests, data 

regarding Code of Conduct and 

Public Interest Disclosure matters 

and themes arising. 

Acting Director, 

Governance 

To be reported 

to 4 December 

2018 ARIC 

meeting 

 

 
 

Attachments 

 

Nil  

 



 

- 14 - 

Trim Reference: F2018/00028 - D13370183 

Author: Stephen Bignill, Project Manager   

Manager: Shane Sullivan, Acting Executive Manager, Governance   
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Report Purpose 

 

At its meeting held 2 October 2018, the Committee resolved as follows: 

 

1.4 Enterprise Risk Management - Update 

Resolution: 

 

2 That an update on the Enterprise Risk Management Framework Project be 

provided to the Audit, Risk and Improvement Committee on the 4 December 

2018 meeting. 

 
 

 

The purpose of this report is to provide an update on the Central Coast Council Enterprise 

Risk Management Framework and a copy of the Framework for the Audit Risk and 

Improvement Committee’s reference. 

 
 

Recommendation 

 

1 That the supporting papers to this Report not/be made publicly available, 

pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 

 

2 That the Committee note the report on the current status of the Enterprise Risk 

Management Framework project and the confirmation that Councillors will 

receive a presentation on the Framework after the completion of the project. 

 
 

In a report to the Audit Risk and Improvement Committee at their meeting on the 2nd 

October 2018 the Committee were informed that ‘The Enterprise Risk Management 

Framework project commenced at the end of January 2018 and is on schedule to be completed 

by early December 2018.  The development of the Framework follows the international 

standards guide for risk management ISO 31000. The project has 14 key milestones to meet, 

the majority of which have been successfully completed by the due date.’ 

 

In addition to the above the software for the risk register has been developed and is now 

being tested and refined. Due to the significant impact of the restructure and other systems 

training, particularly the Environmental Management System training, the Chief Executive 

Item No: 1.4  

Title: Enterprise Risk Management Framework - Update  

Department: Governance  
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Officer has agreed that the training for the Enterprise Risk Management Framework will be 

postponed until the beginning of February 2019. 
 

Attachments 

 

1  CCC ERMF v4  D13370179 
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Central Coast – Community Vision 
 

We are ONE Central Coast. 

 

‘A smart, green and liveable region with a shared sense of belonging and responsibility’ 

 

The Community Vision reflects what matters most to the people of the Central Coast. 

 

The vision was developed through consultation with community members of the Community 

Reference Group and the Internal Reference Group of Council staff. 

 

Strong partnerships with community members, groups, local businesses and State and Federal 

Government will be essential to successfully achieving the vision. 

 

 

Introduction 
 

Central Coast Council’s (CCC) commitment to developing and operating an Enterprise Risk 

Management (ERM) Framework will lead to improved provision of services to the community 

through utilising an overall enhanced management methodology, contributing directly to 

council’s achieving the Central Coast Community Vision. 

 

This document provides an overview of council’s enterprise wide approach to risk 

management. 

 

ISO31000 is the standard for the development and operation of CCC’s ERM Framework.  

 

Within this standard the definition of risk is the ‘effect of uncertainty on objectives’. 

 

The purpose of this ERM Framework is to assist staff in developing a portfolio view of risks 

which threaten the achievement of the organisation’s meeting its objectives.  

 

ERM creates a top-down, enterprise view of all the significant risks that can impact the 

organisation. Responsibility for setting the tone and leadership for ERM resides with the 

Executive Leadership Team (ELT). They are the ones who have the enterprise view of the 

organisation and they are ultimately responsible for understanding, managing, and 

monitoring the most significant risks affecting the Council. 

 

ELT is responsible for designing and implementing the enterprise risk management 

methodology for the organisation. They are the ones to determine what process should be in 

place and how it should function, and they are the ones tasked with keeping the process 

active and alive. ELT provides risk oversight through understanding and approving the ERM 

process and overseeing the risks identified by the ERM process to ensure management’s 

risk-taking actions are within the organisation’ risk appetite.  

 

Because risks constantly emerge and evolve, it is important to understand that ERM is an 

unending process. The benefits of ERM are realised when risk management is approached as 

a process that is active, alive, and ongoing, with a strong and consistent focus on continuous 

improvement. 
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Risk management should be applied to all decision points and at all levels of planning and 

operations. 

 

When the management of risk is effective - it generally goes unnoticed. Conversely, when it 

is absent or fails, the impact is often highly visible and felt across the entire organisation  

The consequences can be publicly embarrassing, politically damaging or compromising to 

CCC in some material way. 

 

 

 

 

The principles and practices of risk management which are detailed in this document can be 

applied across the entire council, to its Departments, Units and Sections, as well as to specific 

issues, functions, projects & activities. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Attachment 1 CCC ERMF v4 
 

- 20 - 

 

 

 

 

POLICY NO: CCC032 

 

 

 

  

 
 

Policy for Enterprise Risk Management Framework 

POLICY FOR  

 

ENTERPRISE RISK MANAGEMENT  

 

FRAMEWORK 

 

 

 

May 2018 



Attachment 1 CCC ERMF v4 
 

- 21 - 

 

 

 

AUTHORITY 

 

 

NAME & TITLE 

AUTHOR Stephen Bignill, Project Manager 

MANAGER James Taylor, Acting Unit Manager Governance 

EXECUTIVE LEADER  Shane Sullivan, Acting Executive Manager Governance 

CHIEF EXECUTIVE OFFICER Brian Glendenning, Acting Chief Executive Officer  

 

 

 

 

History of Revisions: 

Version Date Reason TRIM Doc. # 

1 May 2018 Creation of Policy  

  



Attachment 1 CCC ERMF v4 
 

- 22 - 

 

 

 

 

 

 

 

 

Table of Contents 
 

SUMMARY……………………………………………………………….….………………………4 

POLICY BACKGROUND…………………………………..………….………….………….……4 

POLICY STATEMENT…………………………………………………….……….……...……….4 

PURPOSE…………………………………………………….…..………….…….…….…………5 

BREACHES…………………………………………………..………….……………...…………..7 

DEFINITIONS………………………………………..…………………..………………………….7 

RELATED RESOURCES……………………………………………..……………………………8 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Attachment 1 CCC ERMF v4 
 

- 23 - 

SUMMARY 

 

1. The purpose of this Enterprise Risk Management (ERM) Policy is to communicate 

Council's commitment to managing enterprise-wide risks and to establish clear 

expectations to ensure that all staff are aware of their responsibilities for identifying and 

managing risk. 

 

POLICY BACKGROUND 

 

2. Central Coast Council (CCC) acknowledges that significant risk events, should they occur, 

have the potential to adversely impact the achievement of its strategic, operational, 

financial, regulatory and other objectives. 

 

3. Risk management thought processes, principles and practices will support the 

achievement of objectives, helping Council deliver quality services, improving decision-

making, establishing priorities, promoting safety, minimising the impact of loss, and 

ensuring regulatory compliance. 

 

POLICY STATEMENT  

 

Jurisdiction 

 

4. This Policy covers all personnel employed by CCC, any person or organisation 

contracted to or acting on behalf of CCC, any person or organisation employed to work 

on CCC premises or facilities and all activities of the CCC. 

 

5. This policy does not confer any delegated authority upon any person. All delegations to 

staff are issued by the Chief Executive Officer. 

 

General 

 

6. Amendment to this policy will occur in accordance with the procedure for Organisational 

Policy establishment. 

 

7. It is the personal responsibility of all CCC employees and agents thereof to have 

knowledge of, and to ensure compliance with this policy 

 

8. CCC is committed to the formal, systematic, structured and proactive management of 

risks across the organisation. 

 

9. Whilst risk is inherent in all CCC’s activities, the management of risk is intelligent 

business practice, creates value, is integral to good corporate governance and, in some 

instances, a mandatory legal requirement. 
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10. Effective risk management: 

a) supports decision-making and planning; 

b) increases the likelihood of achieving objectives; and 

c) identifies opportunities. 

 

PURPOSE 

 

11. CCC is committed to maintaining an effective, efficient and tailored risk management 

framework that consists of this policy, an enterprise risk management strategy, and 

supporting policies that complement risk management such as fraud prevention, 

internal audit, business continuity, environmental and WHS management systems and 

the Code of Conduct. 

 

12. The ERM framework will enable: 

a) formal, structured approach to risk management that is appropriate to CCC's 

activities and operating environment; and 

b) risk management approach consistent with the principles of AS/NZS ISO31000:2009. 

 

13. CCC’s current risk appetite statement is contained in a separate document and is broadly 

based on a low tolerance to risk, particularly where it may affect the safety of staff and/or 

the community, financial viability and regulatory compliance. 

 

14. CCC is committed to ensuring that a strong risk management framework is in place that: 

a) integrates risk management with existing planning and operational activities; 

b) allocates sufficient funding and resources to risk management activities; 

c) provides staff with appropriate training in risk management principles and processes; 

d) assigns clear responsibilities to staff at all levels for managing risk; 

e) embeds controls to manage risks into business processes; 

f) establishes mechanisms for measuring and reporting risk management performance; 

g) communicates risk management policies, plans and issues to staff and other 

stakeholders; and  

h) is dynamic, iterative and facilitates continual improvement. 
 

15. Council is ultimately responsible for committing to this risk management policy and 

fully considering risk management matters contained in Council reports. 

 

16. The Chief Executive Officer is responsible for leading the development of an enterprise 

risk management culture across the organisation and ensuring that this Policy and the 

enterprise risk management framework are being effectively implemented. 

 

17. The Executive Leadership Team is responsible for considering urgent, sensitive and/or 

complex risk management issues that cannot be resolved by staff. 
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18. Directors and Executive Managers are responsible for ensuring that this Policy and the 

risk management strategy are being effectively implemented within their areas of 

responsibility. 

 

19. Unit Managers are required to create an environment where the management of risk is 

accepted as the personal responsibility of all staff, volunteers and contractors. Managers 

are accountable for the implementation and maintenance of sound risk management 

processes, structures and outcomes within their areas of responsibility in accordance 

with Council's risk management framework. 

 

20. The Section Manager Insurance and Risk is responsible for ensuring that all 

requirements necessary for the implementation and operation of the risk management 

strategy across Council are in place, including: 

a) reporting to Executive Leadership Team on corporate risks and new and emerging 

risks relevant to Council; 

b) reporting to the ERM Committee on ERM Framework development needs; 

c) implementing directions of Executive Leadership Team relating to the ERM Framework; 

d) contributing to Council’s risk policy, risk appetite, and strategic, operational and 

project risk planning; 

e) assisting managers in understanding the interrelationships between various types 

and sources of risk; 

f) creating a risk-aware culture; and 

g) ensuring a consistent approach to ERM throughout Council 

 

21. The ERM Management Team is responsible for periodically reviewing the ERM 

Framework and for: 

a) planning and facilitating the progressive implementation of the ERM Framework and 

the development of a risk-aware culture; 

b) establishing and monitoring key performance indicators for the implementation and 

operation of the ERM Framework; 

c) reporting quarterly to the Executive Leadership Team regarding the performance of 

the ERM Framework, including recommendations to achieve performance targets; 

d) identifying training and development needs to achieve the required risk 

management competencies across CCC; 

e) coordinating resources to support the implementation of the ERM Framework; and 

f) facilitating the formal review and update of the ERM Framework. 

 

22. Staff are always required to act in a manner which does not place at risk the health and 

safety of themselves or any other person in the workplace.  Staff are responsible and 

accountable for taking practical steps to minimise Council's exposure to risks including 

financial, legal, environmental, reputation and conduct insofar as it is practicable within 

their area of activity and responsibility, and for notifying potential hazards and 

opportunities. 
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23. This policy will be reviewed within 12 months of the completion of the Enterprise Risk 

Management Framework Project, and two years thereafter, or more frequently in the 

event of a material change in circumstances. 

 

BREACHES  

 

24. Suspected breaches or misuse of this policy are to be reported to the Chief Executive 

Officer.  

 

25. Alleged breaches of this policy shall be dealt with by the processes outlines for breaches 

of the Code of Conduct, as detailed in the Code of Conduct and in the Procedures for 

the Administration of the Code of Conduct.  

 

DEFINITIONS  

 

26. Code of Conduct means the Code of Conduct adopted by Council 

 

27. Council means Central Coast Council 

 

28. Act means the Local government Act 

 

29. Council staff means employee of Council and includes the Chief Executive Officer 

 

30. Mayor means the person elected as the Mayor of the Council 

 

31. Values and Behaviours mean the common set of Values and Behaviours adopted by 

Council. There are five Values and fourteen supporting Behaviours. 

 

Serve Deliver amazing services through empowering people; and 

Pursue collaborative partnerships for better community outcomes. 

 

Improve Look for better ways of doing things; and 

 Encourage participation and new ideas. 

 

Collaborate Build relationships based on mutual trust; 

 Share ideas, talent, skills and knowledge; 

 Actively listen to find the best overall outcome; and 

 Demonstrate care and respect for ourselves and each other. 

 

Be Your Best Strive to be your best every day; 

 Promote self-awareness and development; 

 Open to continual learning and improvement; and 

 Take personal responsibility for actions and decisions. 

 

Be Positive Celebrate having a go; and 

 Build one team spirit. 

http://search.gosford.nsw.gov.au/documents/00/21/23/47/0021234765.pdf
http://search.gosford.nsw.gov.au/documents/00/21/23/47/0021234765.pdf
http://search.gosford.nsw.gov.au/documents/00/21/23/47/0021234765.pdf
http://search.gosford.nsw.gov.au/documents/00/21/23/47/0021234765.pdf
http://search.gosford.nsw.gov.au/documents/00/21/23/47/0021234765.pdf
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32. Risk is the effect of uncertainty on objectives 

 

33. Risk Management is a systematic process that involves establishing the context for risk 

management, identifying and analysing risks, treating and controlling risks, periodically 

monitoring and reporting on risks and treatments, communicating and consulting about 

new and emergent risks, and sharing experiences so that the overall process improves. 

 

34. ERM means Enterprise Risk Management 

 

35. Enterprise Risk Management is the management of all risks within council, not just 

insurable risks or occupational health and safety (DLG Internal Audit Guidelines, 

September 2010). 

 

36. Enterprise Risk Management Framework is a set of components that provides the 

foundations and organisational arrangements for designing, implementing, undertaking, 

monitoring, reviewing and continually improving risk management throughout the 

organisation. 

 

37. Risk Appetite is the amount and type of risk that an organisation is prepared to accept, 

tolerate or be exposed to at any point in time. It is expressed in the form of a risk 

appetite statement that covers Council’s critical risk categories. 

 

38. Regulatory compliance involves adherence to laws, regulations, guidelines and 

specifications relevant to an organisation’s or individuals activities. 

 

RELATED RESOURCES  

 

39. Legislation: 

a) Local Government Act 1993; and 

b) Local Government (General) Regulations 2005. 

 

40. Associated Documents: 

a) Code of Conduct; 

b) Procedures for the Administration of the Code of Conduct; and 

c) Equity, Diversity and Respect Policy. 

http://www.austlii.edu.au/au/legis/nsw/consol_act/lga1993182/
http://www.austlii.edu.au/au/legis/nsw/consol_reg/lgr2005328/
http://www.gosford.nsw.gov.au/about-council/governance-and-strategy/access-to-information/gipa-documents-listing
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Central Coast Council Risk Management Responsibilities 
 

Everyone who engages in Council activities at any level is impacted in some way by risks, so 

every person has an active role in being ‘risk aware’. This involves identifying, assessing and 

managing risks and opportunities in decision-making and planning, as well as understanding 

and following the reporting process within the CCC’s governance framework. 

 

Everyone is expected to work both individually and collectively towards the active promotion 

of a positive risk management culture within and across CCC. 

 

There are individuals who will be more active in the risk management process than others. 

Specific responsibilities for risk management across CCC are detailed in the following table: 

 

  

Council  Responsible for ensuring that Council strategy and operations are 

managed within an effective risk management framework. 

 

 To actively contribute to and promote the risk management process 

 

 To ensure that all considerations and decisions by the Council have 

been subjected to the risk assessment process 

  

Chief 

Executive 

Officer 

 Has overall responsibility to ensure the development, approval and 

implementation of processes for effectively managing the risks that 

may affect the achievement of Council’s corporate and operational 

objectives; 

 

 Ensuring adequate resources are made available for the planning, 

implementation, operation and continuous improvement of the 

Enterprise Risk Management Framework; 

 

 Ensuring risk management is undertaken as part of the annual planning 

process; 

 

 Responsible for ensuring that strategic and operational risks are 

regularly reviewed. 
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Executive 

Leadership 

Team 

 

 

 

 

 

 

 Are the risk owners within their areas of responsibility; 

 

 Provide the direction, methodology and implementation of the risk 

management Policy/Framework; 

 

 Promote and oversee the development of an open, positive, 

transparent risk management culture throughout Council; 

 

 Ensure that the framework for managing, monitoring and reporting risk 

is maintained; 

 

 Provide direction and guidance for the integration of risk management 

in all corporate and operational decision making; 

 

 Possess a clear understanding of the risk profile relating to their area; 

 

  Possess an appreciation of the wider risk environment and where risks 

extend beyond their direct control, cooperating to identify and 

prioritise risks, developing clear accountabilities for their management 

and committing to collective solutions and outcomes. Where risks may 

impact across another risk owner’s area of responsibility, collaborating 

with the appropriate employees to ensure that the risk is being 

adequately managed; 

 

 Ensure that the appropriate training is identified and undertaken to 

carry out the various risk management responsibilities; 

 

 Ensure risk management action plans are developed for activities or 

responsibilities of the department; 

 

 Monitor high-ranked risks associated with strategic projects; 

 

 Monitor high-ranked operational risks; 

 

 Monitor high-ranked project risks; 

  

Directors and 

Executive 

Managers 

 Responsible for ensuring that this Policy and the risk management 

strategy are being effectively implemented within their areas of 

responsibility 

 

 Monitor high-ranked risks associated with strategic projects; 

 

 Monitor high-ranked operational risks; 

 

 Monitor high-ranked project risks; 

  

Senior 

Managers, Unit 

Managers 

 Manage and be responsible for all risks within Units; 
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 Promote a risk culture throughout their area of responsibility and 

influence; 

 

 Ensure that the ERM Framework is being effectively implemented and 

operated within their areas of responsibility; 

 

 Participate in operational and project risk assessments, updates and 

reviews; 

 

 Escalate risks to the Director for resolution, as appropriate; 

 

 Ensure adequate resourcing and risk management training in their 

area; 

  

Section 

Managers, 

Team Leaders 

& Supervisors 

 Promote a risk aware culture; 

 

 Manage risks within functional areas; 

 

 Escalate risks to Managers or Directors to support the achievement of 

operational objectives (where required); 

 

 Ensure the ERM Framework is being effectively implemented and 

operated within their areas of responsibility; 

 

  

Project 

Managers 

 Promote a risk aware culture. 

 

 Manage risks within functional areas. 

 

 Escalate risks to Managers or Directors to support the achievement of 

operational objectives (where required). 
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Section 

Manager 

Insurance and 

Risk 

 Facilitate the progressive implementation of the ERM Framework and 

the development of a risk-aware culture; 

 

 Identify opportunities for improvement of the ERM Framework; 

 

 Provide specialist risk management support, advice and training to 

staff, ensuring a consistent risk management approach across CCC; 

 

 Promote the communication of risks within and between CCC’s various 

Service Units and Departments; 

 

 Coordinate day-to-day risk management activities across CCC; 

 

 Maintain CCC’s risk register facilitating the provision of consistent 

information as a basis for effective risk management across CCC; 

 

 Provide risk management reports and recommendations to ELT; 

 

 Ensure the ERM Framework is being effectively implemented and 

operated within their areas of responsibility; 

 

 Undertake or arrange a periodical risk maturity assessment; 

 

 Conduct regular risk management training for staff as required; 

 

 Manage the Risk Management Reference Group, or its’ equivalent; 

 

 Provide information to the Audit and Risk Committee regarding CCC’s 

risk exposure and the operation of the ERM Framework 

  

Audit, Risk 

and 

Improvement 

Committee 

 Provide independent assurance and advice to Council on risk 

management, control, governance, and external accountability 

responsibilities as defined in the Committee’s terms of reference 

  

Audit  Consider the risk management framework in planning and conducting 

audits. 

 

 Provide assurance over the correct use by staff of CCC’s risk 

management and internal control frameworks. 
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Risk Responses 
 

Risk responses are the actions to be taken once the risk assessment is complete. They 

represent the “business rules” for the management of risk following risk assessment.  

 

Risk responses include:  

 

 development of risk treatments; 

 assessment of post-treatment residual risk; 

 level of escalation for decision making about the acceptability or otherwise for high-

ranked risks, and what subsequent actions, if any, are required; 

 

Risk response options include:  

 

Risk 

Response 

Options 

Description  

Avoid  The risk is avoided by significantly changing the activity in some way or 

ceasing the activity altogether. 

Accept  The risk is accepted or increased in order to pursue an opportunity. 

Reduce  Action is taken to reduce the likelihood and/or consequence of the risk  

Share The risk is shared with another external party or parties 

Retain  The risk is retained at its current level through an informed decision making 

process 

 

Risk response options are the approaches that are taken to manage risks that have been 

identified and quantified.  

 

Risk treatment options are based on risk tolerance. Risk tolerance in terms of severity is the 

point above which a risk is not acceptable and below which the risk is acceptable. 

 

There are many reasons for selecting one risk strategy over another, and all factors need to 

be considered when making the decision.  

 

The risk response chosen should be appropriate for the risk it is intended to address.  

 

The following diagram illustrates the risk response flow process. 
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Risk-Based Decision Making and Reporting 
    

Action  Description  Responsibility  Timing  

Operational 

risk 

assessments  

Undertake comprehensive risk 

assessments based on the Unit’s 

objectives for the year; record results in 

CCC’s risk register; escalate high-ranked 

risks for decision.  

 

Unit Managers  Annual (for Unit 

Business Plans);  

significant  

change  

Project risk 

assessments  

Undertake comprehensive risk 

assessment based on project objectives; 

record results in CCC’s project risk 

register; escalate high-ranked risks for 

decision.  

 

Project 

Managers  

Project Business 

Case; project 

commencement; 

significant 

change  

Strategic risk 

assessments  

Undertake comprehensive risk 

assessment based on CCC’s community 

and strategic objectives; record results in 

CCC’s risk database; escalate high-ranked 

risks for decision. 

 

ELT  New Community 

Strategic Plan; 

significant 

change  

Operational 

risk reviews  

Review current risks and update for any 

changes; update treatment actions; 

identify/assess any new or emergent 

risks; record changes in CCC’s risk 

database; report/discuss new, changed 

and high-ranked risks and any proposed 

new treatments with Director/ Executive 

Manager; escalate further if warranted.  

 

Unit Managers  Monthly; 

significant 

change  

Project risk 

reviews  

Review current risks and update for any 

changes; update treatment actions; 

identify/assess any new or emergent 

risks; record changes in CCC’s risk 

database; report/discuss new, changed 

and high-ranked risks and any proposed 

new treatments with Director/ Executive 

Manager; escalate further if warranted 

 

Project 

Managers  

Monthly; at the 

commencement 

of a new 

milestone; 

significant 

change  

Strategic Risk 

review  

Review CCC’s strategic risks; record 

results in the Corporate Risk Register  

ELT  Annual; 

significant 

change  

 

Only where such decision making is beyond the authority of an individual or the risks 

require escalation for other reasons (see Risk Responses above) should they be passed up 

the line, and they should only go as far as needed for an authoritative decision. 
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The progression is normally (remembering that it can start anywhere along the 

sequence): Team Member -> Supervisor -> Team Leader -> Section Manager -> Unit 

Manager -> Senior Manager -> Director/Executive Manager -> Chief Executive Officer 

and/or Executive Leadership Team -> Council. 
 

Consistent, comprehensive and timely risk reporting is essential to provide management 

with the details of risks that need to be managed, monitored or require decisions. 

 

The following table summarises the key ERM Framework actions, reports and reviews 

required for strategic, operational and project risks. 

 

Action Description Responsibility Timing 

Review of escalated 

operational or 

project risks 

Review high-ranked risks referred 

from operations or projects; 

monitor the status of risk 

treatments already agreed; decide 

and advise treatment or other 

actions to be taken for newly 

referred risks; update CCC’’s risk 

register 

 

 

 

ELT Monthly (or 

when received 

for high 

priority risks) 

Plan audit program Review strategic, operational and 

project risks as an input to planning 

CCC’s audit program 

ELT, Chief Internal Auditor Annual 

ERM 

Framework review 

Review ERMF use, operation, 

application, documentation, 

systems, etc; identify improvement 

opportunities (changes, additions, 

training, etc); report to ELT 

 

Section Manager 

Insurance and Risk 

Annual 
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The Risk Management Process 
 

Introduction 

 

The risk management process defined in AS/NZS ISO 31000:2009 Risk management – principles and 

guidelines, comprises seven elements, as represented in the diagram below. 

 
 

 
 

 

The following sections provide guidance for understanding and implementing each 

element of the risk management process. 

 

1) Communication and Consultation 

 

Communication and consultation are important considerations at each stage of the risk 

management process. 

 

Communication and consultation with external and internal stakeholders should occur 

during all stages of the risk management process. This ensures that stakeholders as well 

as those accountable for implementing the risk management process understand the 

basis on which decisions are made, and the reasons why particular actions are required. 

 

A consultative approach involving all relevant stakeholders must be utilised to define the 

context for and inputs into a risk assessment and provide confidence that all reasonably 

foreseeable risks are identified. This promotes ownership of the risk assessment outcomes, an 

appreciation of the benefits of the risk controls, and support for the risk assessment plan. 

 

Effective risk communication ensures that those responsible for implementing risk 

management and those with an interest in the outcomes understand the basis on which 

risk management decisions are made and why particular actions are required. 
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2) Establish the context 
 

Establishing the context articulates the relevant strategic, operational or project objectives, defines 

the parameters within which risks must be considered and managed, and sets the scope for the 

remainder of the risk management process. 

 

Establish the external, internal, and risk management context in which the risk management process 

will take place. In establishing context, CCC articulates its objectives, defines the external and 

internal parameters to be considered when managing risk, and sets the scope for the remaining 

processes. 

 

Questions to inform the risk management context include: 

 

 Have objectives been defined and agreed/approved? 

 Are the objectives well defined (are they SMART objectives – specific, measurable, 

achievable, relevant and timely)? 

 What is to be achieved from the risk management process? 

 What outcomes are being sought? 

 What opportunities or benefits might be achieved? 

 What decisions will need to be made? 

 Who will be involved in or affected by the activities and objectives under consideration? 

 Who are the significant stakeholders (both internal and external)? 

 Should they be involved in the risk assessment? 

 What is the internal context – including strategic direction, recent or proposed 

organisational change, budget constraints, resource capacity and capability, performance 

expectations, governance arrangements, information availability, target timeframes, policies 

and procedures? 

 What is the external context – including the social and cultural, political, legal, regulatory, 

financial, technological, economic, natural and competitive environment? 

 Are there benefits to be gained by involving subject matter experts in the risk assessment, 

or independent personnel who can provide a “fresh set of eyes”? 

 Are there lessons from previous risk assessments and comparable projects that might assist 

the risk assessment? 

 What background information and data is needed to inform the risk assessment e.g. 

information regarding current and projected resourcing levels, budget, cashflow, program, 

assumptions, current budget and program contingencies, performance data, regulatory or 

contractual obligations? 

 

2.1)    Strategic risk context 

 

Context for assessment of CCC’s strategic risks should be informed by: 

 

 CCC strategies prepared in response to the NSW Division of Local Government Integrated 

Planning and Reporting framework (including the Community Strategic Plan, Delivery 

Program, Operational Plan, and Strategic Plan) 

 CCC’s strategic risk profile (to be developed) 

 CCC’s defined risk appetite as detailed in this document. 
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2.2) Operational risk context 

 

Context for assessment of CCC’s operational risks should be informed by: 

 

 operational objectives, key performance indicators, and performance targets as defined in 

CCC strategies and Service Unit Business Plans 

 requirements defined in CCC’s operating policies and procedures 

 CCC’s strategic risk profile 

 CCC’s defined risk appetite 

 

2.3) Project risk context 

 

Context for assessment of project risks should include reference to the business case and project 

plan, and be informed by: 

 

 the purpose and objectives of the project 

 the outcomes and benefits to be derived from the project 

 operational and strategic risks impacting on the project 

 CCC’s defined risk appetite. 
 
 

2.4) Determine potential exposure 

 

In establishing context, CCC’s potential exposure needs to be determined. Potential exposure (also 

known as inherent risk) deliberately assumes the absence of any existing risk controls. 

 

3) Identify the risks 
 

Risk identification is the process of identifying risks which effect achieving objectives. It involves the 

identification of risk sources, risk events, their causes and potential consequences. 

 

Risk identification involves thinking about what, when, where, why and how events can occur that 

may prevent CCC from achieving its strategic, operational or project objectives. 

 

3.1) Apply a structured approach 

 

Identifying the effect of risk events on the achievement of objectives is fundamental to effective risk 

management. Risk assessment should work through the list of relevant objectives one by one, 

identifying the full range of risk events across all risk categories that potentially impact each 

objective. 

 

Risk events include threats that objectives will not be achieved, as well as opportunities that exceed 

current objectives. 

 

Risk identification should include risks if they are under the control or influence of CCC. 

 

Should an identical risk event be identified for more than one objective, rationalise identified risk 

events to remove duplicates. 
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Risks that are not identified cannot be assessed, and remain a source of unknown, unquantified and 

unexpected exposure for the organisation. 

 

3.2) Risk event statements 

 

Document risk event descriptions in the risk register in sufficient detail so that they can be 

understood by a variety of stakeholders, particularly those who were not part of the risk assessment 

process. 

 

For clarity and consistency, risk event descriptions should be expressed in the form “x leads to y”, 

where x is a specific event and y is a specific description of the resulting consequences. For example: 

 

 Death of Council worker during tree management activities 

 Unauthorised release of commercial in confidence information during procurement process; 

 Parking Ranger assaulted by member of the public; 

 Unauthorised removal of a child from the childcare centre; 

 Cryptosporidium outbreak at the swimming pool. 

 

3.3) Risk identification methods 

 

There are several different methods to identify risk events, which can be applied individually or in 

combination: 

 

When identifying a risk, the questions that need to be asked are: 

 What could happen? 

 What would cause it to happen? 

 What would the consequences be? 

 What can we do to try and stop it happening? 

 What can we do to minimise the consequences if it does happen? 

 

3.4) Select risk events 

 

When identifying risk events there are typically a range of similar risk events along a spectrum that 

can be identified and used as a basis for risk assessment. The following table provides some 

examples of similar risk events at opposite extremes of the spectrum (representing worst case and 

most likely risk events). 

 

Worst case risk event Most likely risk event 

Fire or spill: Major fire or chemical spill 

requiring emergency response that 

prevents access to CCC’s administration 

building for an extended period, with major 

disruption to services 

 

Fire or spill: Multiple minor fires or chemical spills 

occurring in the field throughout the year requiring 

local response and resulting in minor injuries and 

temporary, localised operational disruption 

IMS failure: IMS system failure that results in 

loss of business-critical information for an 

extended period (>1  week) 

IMS failure: Recurring, localised IT system failures that 

have negligible business impact and are rectified 

rapidly (<2 hours) 
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Risk identification can be based on: 

 

 worst case: risk event having the worst case consequence scenario that could reasonably 

occur, irrespective of likelihood; 

 likely worst case: risk event having a worst case consequence scenario that has at least a 

50% chance (say) of occurring during the timeframe being considered; 

 most likely: risk event having the most likely consequence 

 

Different risk identification approaches will lead to very different risk assessment results, and require 

different risk controls. 

 

It is important for participants to be conscious of the technique applied for risk identification and to 

apply the technique consistently throughout the risk identification process. 

3.5) Root cause analysis 

 

 Root cause analysis is a structured approach to identifying the causes that can lead to the 

risk event.  

 Root cause analysis is valuable because it provides an opportunity to better understand and 

record the real causes of specific risk events, and increases the chance that: 

 The likelihood of a risk event will be analysed accurately (reflecting the root cause); 

 Risk controls will be identified that respond to the root cause. 

 

4) Analyse the risks 
 

Once all risks have been identified, the next step in the risk management process is to analyse the 

risks. Risk analysis determines the level of risk as a basis for risk evaluation and decisions about risk 

control. CCC’s approach for risk analysis is a semi-quantitative approach using the CCC Risk Tables. 

 

Risks are analysed by determining their consequences and likelihoods. The effectiveness of existing 

controls should also be considered, where existing controls are in place, known and operating 

effectively. 

 

CCC’s risk register template will be used to record: 

 

 all the foregoing details; 

 the risk consequence category selected as the primary consequence as the basis for risk 

analysis; 

 details of any existing controls that reduce exposure and considered as part of the 

consequence and/or likelihood rating; 

 the consequence and likelihood ratings applicable to the risk event; 

 comments providing additional context for the risk analysis (including assumptions 

regarding the effectiveness of existing controls) 
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4.1) Analyse consequence 

 

Risk Tables identify several risk categories applicable to CCC such as: 

 

 safety – risk events affecting the safety and wellbeing of staff, volunteers, contractors, 

visitors and the public; 

 environment – risk events affecting environmental outcomes and the achievement of CCC’s 

environmental objectives; 

 regulatory/compliance – risk events affecting legal, professional or regulatory compliance; 

 reputation – risk events affecting staff and community confidence in CCC; 

 financial (enterprise level) – risk events affecting CCC’s financial objectives (including short 

term and long term financial objectives); 

 

Assess the consequence using the Risk Tables to identify which consequence descriptions (eg: 

catastrophic through to insignificant) best align with the consequence for this risk event. 

 

Where a risk event has multiple consequences, risk analysis should focus on the consequence 

having the greatest impact on CCC’s objectives. 
 

4.2) Analyse likelihood 

 

Use the likelihood ratings in the Risk Tables to identify the likelihood of the consequence 

occurring, ranging from almost certain to rare. 

 

Assess likelihood based on records of past risk events, personal experience or a collective 

judgement, considering the appropriate planning horizon e.g. 

 

 CCC’s corporate planning cycles; 

 Service Unit annual planning cycle 

 

4.3) Existing controls 

 

The effect of existing controls must be considered when analysing consequence and likelihood. 

Existing controls should reduce the likelihood of an event occurring, or the consequences if the 

event occurs, or both. Existing controls may include: 

 

 training; 

 policies and procedures; 

 defined roles, responsibilities and authority; 

 checking and approvals processes; 

 monitoring; 

 supervision; 

 escalation and reporting processes; 

 physical and information controls 

 

If controls are under development or being planned but are not yet in place, their mitigating effect 

should not be considered as part of the current risk assessment process. Only controls that are 

actually in place and working should be included. 
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5) Evaluate the risks 
 

Risk evaluation assists in deciding which risks require control and the priority for control 

implementation. 
 

5.1)    Risk evaluation 

 

CCC’s risk evaluation is documented in its Risk Tables and Risk Responses. Use the consequence 

and likelihood ratings in the Corporate Risk Assessment Tables to identify a risk rating of: 

 extreme; 

 high; 

 medium;  

 low 

 

CCC’s Risk Response process defines expectations for responding to risks under the above ratings 

including: 

 

 the need to identify risk controls; 

 the analysis of residual risk; 

 escalation of risks for decision making; 

 the nomination of risk owners 
 

5.2)  Prioritisation 

 

A common challenge is that too many high ranked (unacceptable) risks are identified that require 

control, with insufficient time and resources available to address all of them in a timely manner. 

 

Therefore, CCC accepts that (in addition to the evaluation process identified above) unacceptable 

risks can be subject to further informed prioritisation to ensure that practical and achievable risk 

control strategies are implemented to provide the greatest value to CCC. This approach is consistent 

with AS/NZS ISO 31000:2009 Risk management – principles and guidelines. 

 

The basis for prioritisation must be recorded on the risk register and can include: 

 

 the timeframe in which the consequences will occur, or the timeframe in which associated 

risk controls would need to be completed (informing the relative urgency of risk control) 

 the possibility of foreseeable changes in the internal or external environment which are 

likely to increase or reduce the risk rating in the near future (for example, changes to 

legislation, changes to resourcing, dependencies on progress with other CCC initiatives) 

 uncertainty around the accuracy of the risk analysis, where further investigation and analysis 

may be required to better inform the risk analysis prior to agreeing the final priority for a 

specific risk. 

6) Identify risk controls 

 

Risk control involves: 

 

 identifying one or more options for modifying risks; 

 evaluating risk control options to identify the preferred option(s); 

 implementing the preferred risk control options; 



Attachment 1 CCC ERMF v4 
 

- 43 - 

Risk control options are additional to existing controls and can include: 

 

 avoiding the risk by deciding not to undertake the activity giving rise to the risk; 

 taking or increasing the risk to pursue an opportunity; 

 removing the risk source; 

 changing the likelihood; 

 changing the consequences; 

 sharing the risk with another party or parties e.g. contract conditions, insurances, 

risk financing; 

 retaining the risk by informed decision and conscious acceptance 
 

6.1) Business rules for risk response 

 

CCC’s Risk Response Business Rules identify what to do under various risk ratings, including the 

development of risk controls for all risks outside of risk appetite. 
 

6.2) Select preferred risk controls 

 

Risk control is about managing risk, not necessarily eliminating it. The key is to strike the right 

balance to be in a position where CCC knowingly takes on reasonable risk, rather than being 

unwittingly exposed to uncontrolled risk. 

 

Selecting the most appropriate risk control option involves balancing the costs of implementing 

each option against the benefits to be derived from it. It is important to consider all direct and 

indirect costs and benefits, both tangible and intangible. 

 

Monitoring and reviewing activities are a type of risk control that may be appropriate where further 

information needs to be obtained to properly understand the risk. 

 

Questions to confirm whether proposed risk controls will be effective include: 

 

 is there an understanding of how the risk controls will reduce the risk? 

 does cost/benefit analysis favour the proposed risk control(s)? 

 is it likely that the risk control(s) will be implemented in a timely and effective manner (if 

not, consider alternatives)? 

 if the risk control(s) is implemented effectively, is there confidence that the level of risk will 

be reduced to an acceptable level? 

 how can the effects of the risk control(s) be measured to confirm their effectiveness? 

 will there be clear accountability for implementing, maintaining and monitoring the risk 

controls? 

 what ongoing monitoring and review is necessary to ensure that the risk controls remain 

effective? 
 

6.3) Record preferred risk controls 

 

When defining existing controls and considering new ones, be specific about how the risk controls 

reduce the risks. For example, in a purchasing process ‘segregation’ may be a control but a more 

specific and informative description would be ‘introduce procurement processes that ensure 

separation between those responsible for raising a payment order and those authorising payment’. 
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6.4) Determine residual risk 

 

Residual risk is the risk remaining after risk control(s) are implemented. The assessment of residual 

risk assists management to demonstrate due diligence by providing confidence that unacceptable 

and intolerable risks can be reduced to more acceptable levels, subject to the effective 

implementation of the proposed risk controls. 

 

7) Monitor and review 

 

The risk management process is an ongoing one. It is essential to consider appropriate ongoing 

monitoring and review processes and timing so that all risks are monitored on a regular basis for 

the purposes of: 

 

 ensuring that controls are effective and efficient in both design and operation; 

 obtaining further information to improve risk assessment; 

 analysing and learning lessons from events, changes, trends, successes and failures; 

 detecting changes in the external and internal context, including changes to risk criteria and 

the risk itself which can require revision of risk assessments, controls and priorities; 

 identifying emerging risks 

 

Agreed monitoring and reviewing activities must be recorded using CCC’s risk register. 

 

 

Questions to consider when planning risk monitoring and reviewing activities include: 

 

 What information should monitoring and reviewing identify? 

 How often should monitoring and reviewing occur? 

 What monitoring and reviewing activities would be most effective (for example, audits, 

customer survey, media reports, etc.)? 

 Who should be responsible for monitoring and reviewing activities? 

 How should the results of monitoring and reviewing be reported to facilitate timely and 

effective decision making? 
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Central Council Risk Tables  v1 24
th

 May 2018

Consequence Table

Work, Health 

&Safety/ Public 

Safety

Natural Environment Regulatory/ 

Compliance 

Reputation Financial 

Catastrophic One(1) or more deaths,

serious disability or 

long term ill health

Widespread 

contamination and 

environmental damage 

which cannot be 

reversed in the short to 

medium term.

Breach of legal, 

regulatory requirement 

or duty; prosecution; 

custodial sentence; 

> $15,000,000

Major Serious injury (Major

surgery > two (2) 

months admission or 

long term illness 

Significant 

environmental damage 

which can be reversed 

in the medium term.

Breach of legal, 

regulatory requirement 

or duty; likely fines, 

prosecution and/ or 

litigation

$2,000,000 to 

$15,000,000

Moderate Significant injury one 

(1) to two (2) months 

absence

Moderate impact on 

the environment which 

can be addressed in 

the short term.

Breach of legal, 

regulatory requirement 

or duty; enforcement 

action or prohibition 

notices imposed

Substantial 

customer/community

dissatisfaction State 

coverage. Reputation 

recoverable in the long 

term.

$500,000 to $2,000,000

Minor First aid or medical 

attention required no 

long lasting effects 

several days off work

Minor damage to the 

environment which is 

recoverable in the 

short term.

Non-compliance of 

legal, regulatory 

requirement or duty; 

monitoring by external 

regulator

Expressed 

customer/community

dissatisfaction local 

coverage. Reputation 

recoverable in the 

medium term.

$50,000 to $500,000 

Insignificant First aid needed. No 

absence.

Insignificant damage 

to the environment, 

can be cleaned up 

immediately by local 

crews.

Non-compliance of 

legal, regulatory 

requirement or duty; 

investigation,not 

reportable.

May cause some public

concern

$10,000 to $50,000

Likelihood Table

Probability Indicative frequency 

(Whole of Life)

Descriptor (Project)

Almost certain > 85%
Once a year or more 

frequently
Almost certain to occur

Likely 50 - 85% Once every 2 years
More than an even 

chance of occurring

Possible 21 - 49% Once every 5 years
Could occur 

periodically

Unlikely 5 - 20% Once every 10 years

It is possible for the 

event to occur, but it is 

unlikely to happen. 

Rare < 5% Once every 20 years

Event that may occur 

very seldom and the 

chances of it 

happening are 

considered 

exceptionally remote

A B C D E

Catastrophic Major Moderate Minor Insignificant

Almost certain 25 23 20 16 11

Likely 24 21 17 12 7

Possible 22 18 13 8 4

Unlikely 19 14 9 5 2

Rare 15 10 6 3 1

Hazard Score Risk Level

23 to 25 Extreme

17 to 22 High

7 to 17 Medium

1 to 6 Low

Risk Acceptability Immediate Action / Notification

Acceptable with periodic review Manage by routine procedures 

Intolerable Immediate action required by Senior 

Unacceptable Senior Management attention required

Acceptable with continuous review
Manage with consistent monitoring and action 

when required.

Level of Risk Table

Consequence

Risk Rating & Action
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Central Cost Council Risk Register 

 

 

 

 

 

Central Coast Council Risk Register Example

Risk Identification and Assessment

Uncontrolled Controlled  Proposed Future Controls

The Risk

ID
What's 

the risk?                                             

What 

caused the 

risk?

Risk 

Manager

Date risk 

initially 

identified

Uncontrolled 

 Likelihood
WHS

Natural 

Environment

Reg/ 

Compliance 
Reputation Financial 

Uncontrolled 

 Risk Rating

Current 

Control(s)

Controlled 

Likelihood
WHS

Natural 

Environment

Reg/ 

Compliance
Reputation Financial 

Controlled 

Risk Rating

Future 

Control

Future 

Control 

Start Date

Future 

Likelihood   
WHS

Natural 

Environment

Reg/ 

Compliance
Reputation Financial 

Future Risk 

Rating

RM1

Injury to 

employee

Staff falling 

asleep at 

work due to 

the supply 

of coffee 

running out 

and no 

alternative 

stimulants 

available

Manager -

Coffee 

Supply

4th May 

2018
Likely

C
a
ta

s
tro

p
h
ic

In
s
ig

n
ific

a
n
t

In
s
ig

n
ific

a
n
t

M
o
d
e
ra

te

M
o
d
e
ra

te

Extreme

Supply 

agreement 

with coffee 

supplier plus 

separate 

backup 

agreement 

another 

coffee supplier

Possible

C
a
ta

s
tro

p
h
ic

In
s
ig

n
ific

a
n
t

In
s
ig

n
ific

a
n
t

M
o
d
e
ra

te

M
o
d
e
ra

te

High

Have two 

backup 

coffee 

suppliers

30th July 

2018
Rare

C
a
ta

s
tro

p
h
ic

In
s
ig

n
ific

a
n
t

In
s
ig

n
ific

a
n
t

M
o
d
e
ra

te

M
o
d
e
ra

te

Medium
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Risk Appetite – Target Level of Risk 
 

Risk Appetite is defined in the ISO Guide 73:2009 Risk Management Vocabulary as ‘amount 

and type of risk that an organisation is willing to pursue or retain’. 

 

The risk appetite definition is a measure against which CCC staff managing risks can compare 

the assessed level of an identified risk to determine if it is acceptable with current controls in 

place or whether improved controls or escalation are necessary.  

 

The levels of risk appetite for Central Coast Council are detailed below. 

 

The Risk Appetite Matrix forms part of the risk evaluation process. Once a risk is evaluated 

with controls in place it must be assessed against the Risk Appetite Matrix to determine 

where the highest rated consequence falls. The risk is then evaluated as follows: 

 

If in the Risk Appetite Matrix the highest rated Consequence from risk evaluation 

process rates as Low: The activity can only be undertaken if the overall risk is rated as Low. 

 

If in the Risk Appetite Matrix the highest rated Consequence from the risk evaluation 

process rates as Medium: The activity can only be undertaken if the overall risk is rated as 

Medium or Low. 

 

If in the Risk Appetite Matrix the highest rated Consequence the risk evaluation 

process rates as High or Extreme: The activity cannot be undertaken and must be reviewed 

to improve controls to a level within appetite and if this is not possible, escalated. 

 

 

 

  Level of Risk Appetite  

Consequence Category Low Medium High Extreme 

Work, Health & Safety/Public Safety  
 

  

Natural Environment  
 

  

Regulatory/Compliance   
 

  

Reputation 

 
   

Financial  
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This is demonstrated in the following example:  

 

In the above example both the risks have the same likelihood and consequence and have the 

same risk level – Medium.  But in the first example Risk A the highest level Consequence is 

the Reputation Consequence at Minor. In the second example Risk B the highest level 

Consequence is the Work, Health & Safety/Public Safety Consequence rated at Moderate. 

 

If we were to only use the CCC risk tables, we would view both of these risks as being the 

same and would, with the controls in place and managed, accept both of them.  

 

However CCC has a different appetite for risks with Work, Health & Safety/ 

Public Safety Consequences than we do for those with Reputation Consequences.  

 

Therefore in the above example whilst Risk A is within the acceptable Level of Risk Appetite, 

Risk B is not and will need to be reassessed before going any further. 

 

Escalation Process 

 

As part of the risk assessment process the risk is assessed with current controls in place. 

Once this occurs the outcome is analysed against the Level of Risk Appetite.  

 

If the highest rated consequence is outside the Level of Risk Appetite the risk’s controls need 

to be reviewed. If the risk cannot be lowered to an acceptable level then it must be reported 

up the management line to the Director/Executive Manager for a decision to be made on the 

activity and whether or not it can continue despite it being outside the accepted Level of Risk 

Appetite. The outcome is then reported through to ELT as part of the risk reporting process. 

 

This process is shown in the Risk Appetite Flowchart below. 

Risk A Risk B 

Likelihood Possible Likelihood Possible 

Consequence 

Work, Health & 

Safety/ 

Public Safety 

Insignificant 

Consequence 

Work, Health & 

Safety/ 

Public Safety 

Moderate 

Natural 

Environment 
Insignificant 

Natural 

Environment 
Insignificant 

Regulatory/ 

Compliance  
Insignificant 

Regulatory/ 

Compliance  
Insignificant 

Reputation Minor Reputation Minor 

Financial  Insignificant Financial  Insignificant 

Risk Level Medium Risk Level Medium 
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Risk Appetite Flowchart  

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

  

 

 

 

 

  

Identify 

the risk 
Assess 

the risk  

The risk is 

evaluated against 

the Level of Risk 

Appetite 

Acceptable: 

the risk is 

within the 

Risk Appetite 

undertake 

the activity 

Level 

Unacceptable: 

the risk is 

outside the 

Risk Appetite 

Can the controls 

be improved to 

bring the risk to 

within Appetite? 

 

Controls cannot 

be improved to 

bring the risk to 

within Appetite 

 

Implement 

improved 

controls and 

undertake activity 

 

Refer the activity 

to the Director/ 

Executive Manager 

 

Director/Executive 

Manager makes a 

decision on the 

willingness to accept 

the risk. The decision 

is recorded in the 

risk register 

 

Decision 

reported 

through to ELT 

 

If the risk is 

accepted 

commence the 

activity with 

controls in place 

If the risk is not 

accepted, do not 

undertake 

activity.  

No 

Acceptable 

Unacceptable 
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Central Coast Council  

 

 

Enterprise Risk Management Group Charter  
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1) Background 

 

Development of an Enterprise Risk Management Framework (ERMF) is an important 

advancement in sound management practice for Central Coast Council (CCC). 

 

Supported and used by the organisations leadership the ERMF draws together all the 

elements of risk management and allows a complete view of the risks that can impact on the 

organisation.  

 

A well developed and managed ERMF improves the overall performance of the organisation 

through the utilisation of a systematic approach to identifying, recording, controlling and 

monitoring risks to allow the organisation increased certainty of achieving its objectives. 

 

2) Introduction 

 

This charter governs the processes of the Enterprise Risk Management Group (ERMG) and 

outlines its role and responsibilities in relation to Central Coast Council’s Enterprise Risk 

Management Framework. 

 

The ERMG is the Group that oversees the operation of the ERMF, ensuring its integrity is 

maintained and use of the Framework contributes directly to the continuous improvement of 

Council’s performance. 

 

The Executive Leadership Team (ELT) has final responsibility for risk oversight and risk 

management.  

 

The ERMG reports directly to the ELT and is a critical component of Council’s ERMF. 

 

3) Composition 

 

The ERMG will have a maximum of eight (8) members all of whom will be Unit Managers and 

be chaired by the Section Manager responsible for management of the ERMF. 

 

The members, taken collectively, will have a broad range of skills and experience relevant to 

the operations of the Council. The members must understand legislation, governance, 

structure, controls and types of operations relevant to NSW Local Councils. 

 

Members of the group will have some or all of the following attributes:  

 

 a commitment to Council and its values;  

 an understanding of the Council’s aims and objectives;  
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 ability to understand risk management, legal, information technology and compliance 

concepts and articulate ideas;  

 an independent viewpoint and ability to ask incisive questions;  

 a thorough understanding of the responsibilities of the Group and sound knowledge 

of the strategies, purpose and core operations of the Council and the environment in 

which it operates;  

 a strong demonstrated sense of probity and ethical conduct;   

 a commitment to continual improvement throughout the entire organisation  

 

4) Operation 

 

The Risk Management Group will meet quarterly, with further meetings on an as required 

basis. A summary of each meeting of the Enterprise Risk Management Group (ERMG) is to be 

kept and distributed to the Group within three (3) working days after each meeting.  

 

Four group members constitute a quorum for meetings of the ERMG. Members are to 

appoint informed delegates who are Unit Managers to represent them if the member cannot 

attend the meeting.  

 

5) Role 

 

The role of the Group is to assist the ELT by providing an objective, non-executive oversight 

of the implementation, operation and continuous improvement of CCC’s risk management 

framework including, 

 

 Assess the organisations current and potential risk profile and key areas of risk; 

 Examine and determine the adequacy of CCC internal processes for reporting and 

managing areas of key risks; 

 Determine and assess the recommended level of acceptable risk across Council; 

 Actively implement, support, promote and develop the risk management framework; 

 Support and encourage appropriate responses to audit findings; 

 Identify and assess organisational risk trends, and review the highest rated risks; 

 Review and report on the Council’s risk profile, specific risks and the overall status of 

the risk management process 

 

6) Responsibilities 

 

 Overseeing the implementation and operation of the risk management framework 

and internal compliance and control systems to ensure effective management of 

risks; 

 Ensure the risk appetite protocols are being adhered too; 

 Contribute to the ongoing review and improvement of the ERMF; 
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 Be the face of risk management for the respective Departments; 

 Review and assess the quality, integrity and effectiveness of the ERMF and ensure 

that the risk policy and strategies are effectively managed; 

 Ensure that CCC effectively utilises ongoing processes to proactively identify and 

measure risks; 

 Ensure that regular risk reviews are being correctly undertaken and documented at 

the appropriate level across the organisation; 

 Contribute to ensuring a risk aware culture is pervasive throughout CCC; 

 Oversee management’s implementation of CCC’s ERMF; 

 Review management’s monitoring and managing of CCC’s material risks, ensuring 

consistency with CCC’s strategic objectives; 

 Oversee stress testing of CCC’s key risks including both scenario analysis and 

sensitivity analysis; 

 Constructively challenge proposals and decisions on all material aspects of risk 

management arising from CCC’s activities 

 

 

7) Review of Charter 

 

The Group will review these terms of reference annually. Any substantive changes to the 

terms of reference will be recommended by the Group and formally approved by the ELT. 
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Glossary  

 

Term Definition 

Council Central Coast Council’s elected representative 

council Central Coast Council 

Consequence Outcome of an event affecting objectives 
 

Note: 

▪ An event can lead to a range of consequences. 

▪ A consequence can be certain or uncertain and can have positive or 

negative effects on objectives. 

▪ Consequences can be expressed qualitatively or quantitatively. 

▪ Initial consequences can escalate through knock-on effects. 

 

 

Enterprise Risk 

Management 

A process, affected by an entity’s board of directors, management and 

other personnel, applied in strategy setting and across the enterprise, 

designed to identify potential events that may affect the entity, and 

manage risk to be within its risk appetite, to provide reasonable assurance 

regarding the achievement of entity objectives. 

Financial 

 

Consequence descriptor detailing the potential degree of monetary 

impact the risk may have on the organisation. 

 Likelihood Chance of something happening 
 

Note: 

▪ In risk management terminology, the word “likelihood” is used to refer to 

the chance of something happening, whether defined, measured or 

determined objectively or subjectively, qualitatively or quantitatively, and 

described using general terms or mathematically (such as a probability or a 

frequency over a given time  period). 

 
Natural Environment Consequence descriptor detailing the physical impact the risk may have 

on the natural environment. 

 

 
Potential Exposure The total plausible maximum impact on an organisation arising from a risk 

without regard to controls 
 

Note: 

▪ The term “inherent risk” is sometimes used as an alternative to risk 

exposure. 

 

 
Regulatory/Compliance Consequence descriptor detailing the potential legal ramifications on the 

organisation and individuals if the risk is realised 

 

Reputation Consequence descriptor detailing the potential impact of the risk on the 

public’s perception of the organisation. 

 Residual risk Risk remaining after risk treatment 
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Risk Effect of uncertainty on objectives 
 

Note: 

▪ An effect is a deviation from the expected, whether positive or negative. 

▪ Objectives can have different aspects (such as financial, health and safety, 

and environmental goals) and can apply at different levels (such as 

strategic, operational and project objectives). 

  

Risk Appetite The amount and type of risk an organisation is prepared to pursue or take 
 

Note: 

▪ Risk appetite is about the pursuit of risk and what the organisation does 

(or does not) want to do, and how it goes about it. 

Risk Assessment The overall process of risk identification , risk analysis and risk evaluation 

Risk Category A class or group of risk events based on their risk consequence. 
 

Note: 

▪ Risk categories are used by WSC to classify risk events as a basis for risk 

management (including risk reporting, and risk management decision 

making) 

Risk Event an occurrence or change of a particular set of circumstances 
 

Note: 

▪ An event can be one or more occurrences, and can have several causes. 

▪ An event can involve something not happening. 

▪ An event can sometimes be referred to as an “incident” or “accident”. 

Risk Management Coordinated activities to direct and control an organisation with regard to 

risk 

Risk Owner Person or entity with the accountability and authority to manage a risk 

and delegate management of the risk 

 Risk Source An element which alone or in combination has the intrinsic potential to 

give rise to risk 
 

Note: 

▪ The term ‘risk source’ means a tangible or intangible element that alone or 

in combination has the intrinsic potential to give rise to risk. It is thus an 

encompassing term that includes the terms ‘hazard’ (a source of potential 

harm) and ‘environmental aspect’. An activity may be a source of risk. 

▪ A source of risk may also be a change in circumstance, for example, an 

increase in the average temperature that may cause damage to some 

species but enhance the habitat of others. 
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Risk Treatment A process to modify risk 
 

Risk treatment can involve: 

 avoiding the risk by deciding not to start or continue  with the 

activity that gives rise to the risk; 

 taking or increasing risk in order to pursue an opportunity; 

 removing the risk source; 

 changing the likelihood; 

 changing the consequences; 

 sharing the risk with another party or parties (including contracts 

and risk financing); 

 retaining the risk by informed decision 
 

Note: 

▪ Sometimes referred to as “risk mitigation” or “risk reduction”. 
Risk Tolerance A series of limits which, depending on the organisation, may either be: 

▪ a) in the nature of absolute limits, beyond which the organisation does 

not wish to proceed (i.e. the organisation cannot deal with risks beyond 

these limits); 

▪ b) or in the nature of alarms that alert the organisation to an impending 

breach of tolerable risks. 
 

Risk tolerance can be expressed in terms of absolutes, for example “we will 

not expose more than x% of our capital to losses in a certain line of 

business” or “we will not deal with certain types of customer”. 

 

Work, Health & 

Safety/Public Safety 

The degree of physical impact the risk may have on an employee or 

employees and/or members of the public. 
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Trim Reference: F2018/00028 - D13357710 

Author: Kelly Drover, Advisory Group Support Officer   

Manager: James Taylor, Acting Unit Manager, Governance and Business Services   

Executive: Shane Sullivan, Acting Director Governance   

 

Report Purpose 

 

To provide an update to the Audit, Risk and Improvement Committee on GIPA requests. 

 

Recommendation 

 

1 That the Committee receive the report on Update on GIPA Requests. 

 

2 That the Committee make a recommendation that this report and the supporting 

 papers be made publically available, pursuant to Clause 6.4 of the Audit Risk and 

 Improvement Committee Charter. 

 

 

Government Information (Public Access) Act 2009 (GIPA Act) 

 

Council has a team of GIPA officers who respond to a large number of informal and formal 

information requests. Council recently submitted its 2017-2018 formal access application 

data to the NSW Information and Privacy Commission (IPC) as required under section 125 of 

the GIPA Act and Clause 8 of the GIPA Regulation 2018.   

 

This data will also be reported in Council’s 2017-2018 Annual Report and is at Attachment 1.  

 

The data shows that Council responded to 107 formal information access requests in that 

financial year.   

 

Formal requests for information tend to be more resource intensive than informal requests. 

These requests may be complex and require third party consultation.  Council’s decision and 

a formal statement of reasons, are required to be provided to the applicant within 20 working 

days. The GIPA Act also provides the applicant with internal and external appeal rights. The 

application fee ($30) and the processing fees ($30 per hour) for formal applications is a 

statutory fee that does not cover the actual cost to Council. 

 

Various areas of Council respond to hundreds of informal requests for information from the 

community each year. During the 2017 – 2018 financial year Council’s GIPA team responded 

to approximately 1,100 Informal requests.  The majority of informal requests relate to matters 

Item No: 1.5  

Title: Update on GIPA Requests  

Department: Governance  

4 December 2018 Audit Risk and Improvement Committee Meeting       
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specific to the individual requesting the information, for example the building plans for their 

own property.  

 

Proactive release of information under the GIPA Act 

 

In March 2018, Council initiated a project to create a framework that promotes proactive 

release of Council held information. Proactive release is one way that Council is working to 

strengthen its relationship with the community and also improve organisation transparency.   

 

Section 7 of the GIPA Act authorises and encourages agencies to make any government 

information held by an agency publicly available unless there is an overriding public interest 

against disclosure.  The IPC has noted that proactive release of information is a relatively new 

part of public sector delivery and therefore practices are still evolving. However, in regards to 

who has the legislative power to determine what information is to be proactively released 

section 7(5) provides that it is exclusively a matter for the Chief Executive Officer to determine 

whether information held by Council is proactively released.  

 

To date, Council’s work under this program of proactive release has been reactive, and 

generally in response to areas of interest identified by previous GIPA applications. For 

example, documents relating to the following have been published on Council’s website:  

 

1. Wyong Employment Zone/Central Coast Airport; 

2. Mangrove Mountain Landfill; and 

3. Wamberal Beach Storm Erosion. 

 

These three topics have been the subject of more than one GIPA application. 

 

Council has made improvements to its internal processes to better track applications and 

therefore identify trends.  

  

 
 

Attachments 

 

1  GIPA Final Annual Report Information - Central Coast Council FY 2017/18  D13370912 
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GIPA Information 
 

GOVERNMENT INFORMATION (PUBLIC ACCESS) ACT 2009 
SECTION 125(1) 

GOVERNMENT INFORMATION (PUBLIC ACCESS) REGULATION 2009 
SCHEDULE 2 

 
Statistical information about access applications to be included in annual report 

 
Table A:  Number of applications by type of applicant and outcome* 

 Access 
granted 
in full 

Access 
granted 
in part 

Access 
refused 
in full 

Information 
not held 

Information 
already 

available 

Refuse to 
deal with 

application 

Refuse to 
confirm/deny 

whether 
information is 

held 

Application 
withdrawn 

Media 0 0 0 0 0 0 0 0 

Members of 
Parliament 

1 1 1 1 0 0 0 0 

Private sector 
business 

4 7 2 2 3 1 0 3 

Not for profit 
organisations or 
community 
groups 

3 4 1 2 1 0 0 0 

Members of the 
public (legal 
representatives) 

17 17 1 6 6 0 0 0 

Members of the 
public (other) 

23 30 12 2 12 0 0 1 

*more than one decision can be made in respect of a particular access application. If so, a recording must be made in 
relation to each such decision. This also applies to Table B. 
 

Table B:  Number of applications by type of application and outcome 

 Access 
granted 
in full 

Access 
granted 
in part 

Access 
refused 
in full 

Information 
not held 

Information 
already 

available 

Refuse to 
deal with 

application 

Refuse to 
confirm/deny 

whether 
information is 

held 

Application 
withdrawn 

Personal 
information 
applications* 

0 1 3 0 0 0 0 0 

Access 
applications 
(other than 
personal 
information 
applications) 

43 49 13 12 18 0 0 3 

Access 
applications 
that are partly 
personal 
information 
applications 
and partly 
other 

5 9 1 1 4 0 0 1 

* A personal information application is an access application for personal information (as defined in clause 4 of Schedule 4 
to the Act) about the applicant (the applicant being an individual) 
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Table C:  Invalid applications 

Reason for invalidity Number of applications 

Application does not comply with formal requirements (Section 41 of the Act) 5 

Application is for excluded information of the agency (Section 43 of the Act) 0 

Application contravenes restraint order (Section 110 of the Act) 0 

Total number of invalid applications received  

Invalid applications that subsequently became valid applications 2 

 

Table D: Conclusive presumption of overriding public interest against disclosure: matters listed in Schedule 1 to  Act 

 Number of times 
consideration used* 

Overriding secrecy laws 0 

Cabinet information 0 

Executive Council information 0 

Contempt 0 

Legal professional privilege 10 

Excluded information 0 

Documents affecting law enforcement and public safety 0 

Transport safety 0 

Adoption 0 

Care and protection of children 0 

Ministerial code of conduct 0 

Aboriginal and environmental heritage 0 

*More than one public interest consideration may apply in relation to a particular access application and, if so, each such 
consideration is to be recorded (but only once per application). This also applies in relation to Table E. 
 

Table E: Other public interest consideration against disclosure: matters listed in table to Section 14 of the Act 

 Number of occasions when 
application not successful 

Responsible and effective government 10 

Law enforcement and security 10 

Individual rights, judicial processes and natural justice 53 

Business interests of agencies and other persons 17 

Environment, culture, economy and general matters 3 

Secrecy provisions 3 

Exempt documents under interstate Freedom of Information legislation 0 

 

Table F: Timeliness 

 Number of applications 

Decided within the statutory timeframe (20 days plus any extensions) 101 

Decided after 35 days (by agreement with applicant) 4 

Not decided within time (deemed refusal) 2 

Total  

 

Table G: Number of applications reviewed under Part 5 of the Act (by type of review and outcome) 

 Decision varied Decision upheld Total 

Internal Review 2 2 4 

Review by Information Commissioner* 0 0 0 

Internal review following recommendation under Section 93 of Act 0 0 0 

Review by ADT 1 1 2 

Total    

*The Information Commissioner does not have the authority to vary decisions, but can make recommendations to the 
original decision-maker. The data in this case indicates that a recommendation to vary or uphold the original decision has 
been made by the Information Commissioner. 
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Table H:  Applications for review under Part 5 of the Act (by type of applicant) 

 Number of applications for 
review 

Applications by access applicants 3 

Applications by persons to whom information the subject of access application relates 
(see section 54 of the Act) 

2 

 
Table I:  Applications for review under Part 5 of the Act (by type of applicant) 
 Number of applications 

transferred 
Agency-initiated transfers 0 
Applicant-initiated transfers 0 
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Author: Zoie Magann, Advisory Group Support Officer   

Manager: Sue Ledingham, Unit Manager Community Engagement   

Executive: Julie Vaughan, Director, Connected Communities   

 

Summary 

 

This report was prepared by Ellen Suarez, Coordinator Customer Experience, as requested by 

the Audit Risk and Improvement Committee at the 2 October 2018 meeting. 

 

In June 2018 Micromex Research conducted a customer experience telephone survey. This 

report summarises the key findings from the survey data and outlines the next steps. 

 

Recommendation 

 

1 That the Committee receive the report on Customer Experience Survey Results. 

 

2 That the Committee make a recommendation that this report and the supporting 

 papers be made publically available, pursuant to Clause 6.4 of the Audit Risk and 

 Improvement Committee Charter. 

 

Background 

 

During the period of 18 – 26 June 2018, Micromex Research conducted a customer 

experience telephone survey of 611 Central Coast Council residents to identify customer 

perceptions.  Residents were interviewed throughout the five wards, 120 surveys per ward 

with questions identified from customer experience, community engagement and the 

Community Strategic Plan to benchmark Council’s performance annually.  The sample 

provided a maximum error of plus or minus 4.0% at 95% confidence. 

 

Results 

 

Overall Satisfaction 

 

Survey results showed that 80% of residents are somewhat satisfied with Council’s overall 

performance; older residents 50+ and those who have lived in the community more than 20 

years being less satisfied.  The majority of respondents - 58% have lived in the community for 

more than 20 years with 23% living in the community for 11-20 years.   

 

However, comparing CCC results against the NSW Local Government Area (LGA) benchmark 

norms, Council is performing significantly below both the regional and metropolitan norms. 

Item No: 1.6  

Title: Customer Experience Survey Results  

Department: Governance  

4 December 2018 Audit Risk and Improvement Committee Meeting       
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The majority of residents, 60% believed there has been no change in performance since the 

merger, while 21% believe Council is performing better and 19% believe Council is 

performing worse.  Therefore, the amalgamation is not considered to have had an important 

impact in the overall satisfaction score.   

 

Initial survey questions determined the key areas of importance and satisfaction for residents 

in the areas of trust, management development, management services/facilities and 

customer engagement with Council.  Shapley Regression Analysis was conducted which 

compares data from over 30,000 LGA interviews since 2005 and provides a clear indication of 

the key drivers of overall community satisfaction.  Eight drivers contributed 56% of overall 

satisfaction with Council and seven of the drivers came from the trust and customer 

engagement categories including the most significant driver ‘Council is a well-run and well-

managed organisation’ (10%).  

 

It is believed there is a link between governance issues coming from trust and customer 

engagement and that better engagement with the community about what Council is already 

accomplishing may help change governance perceptions over time. 

 

Overall Image 

 

With regards to Council’s image, 54% of residents rated it as good to excellent; significantly 

lower than the metropolitan and regional NSW LGA scores.  Again, key drivers of image are 

closely linked to governance issues with ‘Council works in the best interests of the 

community’ (13%) and ‘Council is a well-managed and well-run organisation’ (10.7%).  Six of 

the eight key drivers for image were the same for overall satisfaction.  Again it is believed 

that an improvement in governance issues is likely to bring about a significant improvement 

in both Council community image and overall community satisfaction. 

 

Customer Expectations 

 

Council response times to customer enquiries and a focus on customer experience are two 

key areas requiring improvement.  The wait times between contact and resolution for non-

urgent issues indicates that waiting longer than 2 business days is acceptable (78%) but 

waiting more than 5 business days significantly reduces the acceptable response time (32%).  

For urgent issues residents are prepared to wait up to 1 business day (52%) but 14% expect 

response and action being taken within 1 business day.   

 

The challenge identified regarding customers who contact Council via email or mail and are 

less likely to have their issue resolved also needs to be addressed.  Delays in resolution will 

continue to reduce customer satisfaction, especially in the older demographic who are more 

likely to use mail or email.  This is most likely the result of a process issue.  Resolving 

customer issues is not merely a customer service concern, but also a customer experience 

concern, responsiveness and responsibility and will be addressed in the development and 

implementation of the Customer Experience Strategy. 
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Areas of Focus 

 

The main areas for improvement or focus lay with the perception that residents have of 

Council governance, trust and Council accomplishments.  This relates to transparency, 

communicating with residents about changes and impacts in a timely manner, providing 

easier access to information and outlining expectations for customer follow up and adhering 

to those expectations.  The eight key drivers identified with overall satisfaction with Council 

are being used as a roadmap to focus Council attention over the next year.  As research has 

shown that customer experience is inexplicably linked to employee experience, the drivers 

from the customer experience survey are being linked to the results of the staff My Voice 

survey as we know that to improve the customer experience, we must also focus first on 

improving the employee experience. 

 

Next Steps 

 

Briefing sessions have occurred with the Leadership Team and in depth briefings with service 

areas within Roads, Community Engagement and Libraries/Learning and Education.  Noting 

however that all Council service units are currently developing department action plans to 

undertake at least one item from the eight identified satisfaction drivers which are being 

linked to the My Voice survey service unit action plans.  Action plans are expected to be 

finalised by 31 October 2018 and will then be used to inform the Customer Experience 

Strategy currently being developed.  

 

Link to Community Strategic Plan 

 

Theme 4: Responsible 

 

Goal G: Good governance and great partnerships 

G4: Serve the community by providing great customer experience, value for money and 
quality services. 

 

 
 

Attachments 

 

1  Customer Experience Satisfaction Drivers  D13391249 
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Author: Zoie Magann, Advisory Group Support Officer   

Manager: Sue Ledingham, Unit Manager Community Engagement   

Executive: Julie Vaughan, Director, Connected Communities   

 

Report Purpose 

 

To provide an update to the Audit, Risk and Improvement Committee on Council’s customer 

complaints and compliments. 

Recommendation 

 

1 That the Committee receive the report on Customer Complaints and Compliments. 

 

2 That the Committee make a recommendation that this report and the supporting 

 papers be made publically available, pursuant to Clause 6.4 of the Audit Risk and 

 Improvement Committee Charter. 

Background 

 

The information in this report has been provided by the Unit Manager Community 

Engagement. 

 

Central Coast Council has a Customer Feedback Management Policy adopted March 2017.  

This policy sets out the approach that Council takes to ensuring that all customers are given 

the opportunity to make complaint or provide feedback about issues they may have 

regarding potentially inappropriate, unethical or unfair behaviours or practices committed by 

Council Officials.  This policy incorporates the principles of the Australian / New Zealand 

standard: Guidelines for Complaint Management in Organisations (AS/NZS 10002:2014) and 

the NSW Ombudsman’s Complaint Management Framework (2015). 

 

Feedback is captured in Council’s Customer Experience (CX) system, this commenced from 

February 2018. The figures in Attachment 1 provide a report of the complaints and 

compliments received over the period 1 February 2018 to 30 June 2018.  

 

The current reporting structure within the system does not provide for detailed analysis into 

each criteria, so for the purpose of this update we have provided a summary below to assist 

the information contained in Attachment 1.  Feedback from our community provides Council 

with valuable insights into areas where service standards are meeting customer’s 

expectations or where service standards have not been met and improvements need to be 

made.  We are currently reviewing the system configuration to reporting to enhance our 

analysis for service improvement. 

Item No: 1.7  

Title: Customer Complaints and Compliments  

Department: Governance  
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Summary 

 

Complaint Types 

 The majority of complaints received relate to response time (apart from General 

Feedback). This is an area Council is focused on improving.  Many of these complaints 

relate to the time taken for Council Officers to respond to the complaint, not the 

undertaking of service requests.  Improvements in system configuration for reporting 

are underway. 

 Sensitive (staff) complaints are approximately 18 per month. 

 There are very few complaints received in relation to Fees and Charges which would 

indicate that the community is generally satisfied with Council’s Fees & Charges and 

no complaints received in relation to our service levels, other than response times. 

 

Complaints by Group 

 The majority of complaints received relate to Roads, followed by Environment and 

Planning, Finance and Waste.  These are the four areas of Council operations which 

receive the most customer contact. 

 

Compliments by Group 

 The larger areas of customer contact also generate the largest number of 

compliments. The previous, Assets Infrastructure and Business are at the top of the 

list, closely followed by Roads.  These are followed on by Environment and Planning 

and Community Engagement. 

 

Compliment Types 

 The majority of these compliments are classified as General Feedback, followed 

closely by Staff Performance and Quality of Work.  This would indicate that the 

majority of compliments relate to our staff and their work performance. 

 

Link to Community Strategic Plan 

 

Theme 4: Responsible 

 

Goal G: Good governance and great partnerships 

G4: Serve the community by providing great customer experience, value for money and 
quality services. 

 
 

Attachments 

 

1  Complaints and Compliments from CX - 1 February 2018 to 30 June 2018  D13395093 
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Executive: Shane Sullivan, Acting Director Governance   

 

Summary 

 

At the Audit, Risk and Improvement Committee Meeting held 2 October 2018 it was 

requested that a draft annual plan, including actions required to be completed by the 

Committee and proposed dates for 2019 be developed and presented at the 4 December 

2018 meeting. 

 

This report provides a proposed Annual Plan for consideration by the Committee. 

 
 

Recommendation 

 

1 That the Committee consider the proposed Annual Plan for 2019 and endorse the 

proposal for implementation in 2019 

 

2 That the supporting papers to this Report be made publicly available, pursuant to 

Clause 6.4 of the Audit, Risk and Improvement Committee Charter. 

 
 

 

Background 

 

Part 4 A of the Local Government Act 1993 will commence some time in the future and the 

Committee will be under a statutory obligation to keep under review the following aspects of 

Council’s operations: 

 

(a) Compliance 

(b) Risk Management 

(c) Fraud Control 

(d) Financial Management 

(e) Governance 

(f) Implementation of the strategic plan, delivery program and strategies 

(g) Service reviews 

(h) Collection of performance measurement data by the Council 

(i) Any other matters prescribed by the regulations 

 

  

Item No: 1.8  

Title: Annual Plan for 2019 - Proposed  

Department: Governance  
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Proposed Annual Plan 

 

The proposed Annual Plan seeks to address these aspects to assist the Committee in meeting 

its obligations and the Plan also identifies the correspondence Charter references to assist in 

ensuring the Committee is meeting its obligations under the Charter. 

 

Meeting Date Charter reference Specific matters 

19 March 2019 4.4 Legislative Compliance Development of Compliance calendar 

19 June 2019 4.2 Control Framework 

4.3 External Accountability 

4.6 External Audit 

Budget for 2019/2020 

1 October 2019 4.2 Control Framework Update on consolidation of Policy 

Framework 

Annual report – Community Strategic 

Plan 

Additional Meeting 4.2 Control Framework 

4.3 External Accountability 

4.6 External Audit 

Financial Statements for 2018/2019 

4 December 2019 4.1 Risk Management 

 

 

4.2 Control Framework 

4.4 Legislative Compliance 

Review of year one – Enterprise Risk 

Management Framework 

 

Outcomes of Governance Health Check 

and Action plan 

 

The above Plan is in addition to the below regular schedule of reports provided to the 

Committee by Internal Audit (4.5 – Internal Audit – Charter Reference) 

 

Report Report Content Frequency 

Chief Internal 

Auditor’s Report 

Summary of all IA activities in line with the 

IA framework since the last meeting, noting 

any slippage, issues arising from finalised 

reviews etc  

QUARTERLY, as per 

scheduled meetings 

IA Balanced 

Scorecard Report 

Summary of progress and reasons where 

targets are not being met 

QUARTERLY, as per 

scheduled meetings 

Implementation 

of Management 

Actions 

Summary of current status, with breakdown 

of all actions open, closed, overdue, not yet 

due and closed since last report. Headline 

data, including charts showing which 

department the open actions ‘belong’ to 

tracking per quarter  

QUARTERLY, as per 

scheduled meetings 

IA Annual Work 

Program  

Proposals for work program including 

proposed business assurance reviews and 

consultancy/advisory activities for 

forthcoming year.  Also shows any changes 

or adjustments to the 3 year strategic plan 

ANNUAL  

June meeting ready to 

start 1 July 
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Report Report Content Frequency 

IA Year In Review Summary of achievements of IA during 

previous 12 months relating to all areas of 

the IA framework and identifying key focus 

areas for future 

ANNUAL September 

meeting  

Emerging Themes  Summary of consistent or recurring themes 

and risk exposures arising from IA reviews 

and how these are likely to impact on key 

value drivers or organisational performance 

ANNUAL September/ 

December  meeting 

IA Annual 

Assurance 

Statement 

Overview of purpose of annual assurance 

statement and summary of results 

(note: this is an annual summary statement.  

Any impairments, conflicts or errors/ 

omissions occurring throughout the year will 

be highlighted to the relevant quarterly ARIC 

meeting in the CIA report as incidents occur) 

ANNUAL September 

meeting 

Comparative Data 

and Risk Outlook 

Report 

Summary of comparative data results in 

accordance with Council’s OLG peer group 

and risks/conclusions that may be drawn 

from analysis 

ANNUAL  

December meeting 

(depending on release of 

data from OLG) 

 

The above plan and reporting cycle does not preclude additional items being brought to the 

Committee at the Committee’s request or by the Chief Executive Officer. 

 

 
 

Attachments 

 

Nil. 
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Author: Tina Baker, Chief Internal Auditor   

Executive: Shane Sullivan, Acting Director Governance   

 

Summary 

 

A standing agenda item for the Audit, Risk and Improvement Committee is for IA to deliver a 

balanced scorecard progress report to each quarterly meeting. There are thirteen balanced 

scorecard measures against which IA is required to report.  The Internal Audit Balanced 

Scorecard Report forms part of the standard suite of reports presented by Internal Audit to 

each ordinary meeting of the Audit, Risk and Improvement Committee.   
 

Recommendation 

 

1 That the Audit, Risk and Improvement Committee receive the Chief Internal 

Auditor’s Balanced Scorecard Report. 

 

2 That this report and the supporting papers to this Report be made publicly 

available, pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter. 
 

Context 

 

Section 5 of the Audit, Risk and Improvement Committee Charter states that: 

 

“at the first Committee meeting post 30 June each year, the Chief Internal Auditor will 

provide a performance report to the Committee dealing with:  

 

 The performance of Internal Audit for the financial year as measured against 

agreed key performance indicators; and 

 The approved Internal Audit Plan of work for the previous financial year 

showing the current status of each audit.” 

 

To meet these obligations, the Chief Internal Auditor provides the Committee with a Progress 

Update Report each quarter to show the status of audits in the agreed work programme and 

this report on the performance of Internal Audit against the balanced scorecard measures 

(which are the KPIs for the unit) is also provided quarterly. 

 

The Chief Internal Auditor also provides annual summary reports on: 

 

 The IA Year in Review  

 IA Emerging Themes  

Item No: 1.9  

Title: IA Balanced Scorecard Report  

Department: Governance  
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 IA Annual Assurance Statement 

 Comparative Data Analysis and Risk Outlook 

 

Background 

 

Internal Audit has a set of performance metrics presented as a “Balanced Scorecard”.  These 

metrics are intended to provide Management and the Audit, Risk and Improvement 

Committee with information and data which give a snapshot of IA progress against key 

measures and how the unit is operating from the perspective of different stakeholders and 

areas of competence.   

 

The attached table shows IA’s latest progress against the existing balanced scorecard 

measures.   As the outstanding draft reports have not been finalised, there has been little 

progress against the measures since the last Committee meeting. 

 

Key Headlines  

 

 As highlighted in the CIA Progress Report, there are three draft reports that have been 

outstanding for several months, awaiting Executive responses to corporate wide/strategic 

findings.  These are Cash Management in Waste Services, NHV Accreditation 2017/18 and 

Procurement of IT Goods.  

 The CIA’s recent success in the Computer Information Systems Auditor exam contributes 

towards the measure relating to knowledge, skills, technical expertise and competency. 

 Use of computer assisted audit techniques (CAATs) software through TeamMate has been 

cancelled due to vendor difficulties.  

 

Conclusions  

 

IA’s Balanced Scorecard measures provide the Committee with an overview of progress and 

IA performance across a range of deliverable, reflecting the key components of the IA 

Framework.  Balanced Scorecards are effective at monitoring and measuring key elements of 

work in the context of outputs, outcomes and performance.   IA continues to promote the 

balanced scorecard approach to management taking into account qualitative and 

quantitative measures, as an effective way to assess the performance of the function in a fully 

rounded way.   This is also useful for the performance appraisal process of individuals by 

generating a range of information from a number of sources across a period of time to 

ascertain where performance may be improving or declining, thus making the process more 

objective and complete, covering a range of key responsibilities.  

 
 
 

Attachments 

 

1  Appendix 1 Balanced scorecard report to December 2018 ARIC meeting  D13398272 
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PROGRESS AGAINST EACH OF THE BALANCED SCORECARD PERFORMANCE MEASURES (December 2018) 

 

1. Audit, Risk and Improvement Committee 

 

No Measure Mechanisms Target Outcome Progress To Date 

1.1 Level of satisfaction with 

quality, type and volume of 

information presented and 

reported. 

 

 

Links to IIA standard 1100 

Satisfaction survey to all members of the 

Committee every two years. 

 

(The survey will cover as a minimum the audit 

mandate, audit coverage, the adequacy of 

reporting, an overall level of satisfaction and 

the perception of trend of the internal audit 

activity ie better, same, declining). 

Improved trend for ‘overall 

level of satisfaction’ (or 

sustained positive ratings) 

indicated by each survey. 

 

Satisfaction rating for each 

part of the survey to be 

scored as “Good” or higher. 

Too early to undertake full survey.  Propose 

first formal survey to be issued post December 

2018 after Committee’s first full year of 

operation, although Committee members are 

welcome to submit feedback at any time 

without waiting for a formal survey process to 

be undertaken.    

 

 

1.2 Perspective on IA 

effectiveness, 

professionalism and 

competence 

 

 

 

Links to IIA standards 1200 

and 1300 

 

 

CIA to provide a “staff profile” to the Audit, 

Risk and Improvement Committee each year 

(covering elements such as auditing and work 

experience, qualifications, auditing 

certifications, years of auditing experience 

and professional outreach). 

 

CIA to present a Professional Development 

Plan to the Committee each year based on 

development priorities and plans and to 

report on progress against this plan. 

IA staff to achieve majority of 

priorities in Professional 

Development Plan that is 

agreed with the Audit, Risk 

and Improvement Committee 

and CEO and have 

demonstrated reasonable 

progress with others. 

Professional Development updates provided to 

Committee under the CIA progress report, 

section 3 “IA Work Programme - Quality and 

Performance”.    

 

The Chief Internal Auditor (CIA) will be 

presenting at the “Corporate Governance 

Culture and Risk Management for Public Sector” 

conference in Canberra (3-4 April 2019) and  

take part in a panel discussion at the same 

event.   
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2. Executive & Audit Stakeholders/Customers 

No Measure Mechanisms Target Outcome Progress To Date 

2.1 Levels of customer 

satisfaction with individual 

audits, with respect to: 

 

Value added 

Usefulness of 

recommendations 

 

Links to IIA standard 2000 

Customer Satisfaction Survey distributed 

to all relevant stakeholders after each 

audit. 

Average rating of 3.5 or 

higher (out of 5) for the two 

key questions on the survey 

concerning “value add” and 

“usefulness of 

recommendations”.  (Each 

‘other’ question on the 

survey points to the possible 

causes). 

There have been 6 feedback surveys received to 

date.  Average ratings across the different rating 

categories are as follows:  

 

Scope of work: 4.6 

Communication and Collaboration:  4.76 

Timeliness: 4.72 

Knowledge and Professionalism: 4.96 

Quality and Value: 4.72 

 

Target being met   

2.2 Executive expectations of IA 

vis a vis experience of 

actual delivery.  

 

Links to IIA standard 2000 

and 2100 

Executive expectations/ experience 

survey conducted every two years. 

Analysis of gap between 

expectations and experience 

is <2.5 points for each area 

surveyed. 

Too early to undertake full survey.  Propose first 

formal survey to be undertaken 12 months after 

appointment of permanent CEO.  Survey issued to 

most recent departing Executive member.   

2.3  Feedback (formal and 

informal) from staff in 

relation to advice and 

information provided by IA 

and improved 

understanding of the role. 

 

Links to IIA standard 2000 

and 2100 

 

Number of referrals to IA for informal or 

formal advice on risk/control related 

matters. 

 

Consultancy/advisory services provided 

by IA. 

Generally positive feedback 

on value and usefulness of 

information. 

Manager comment provided through the feedback 

survey:  

 

“Tina has and continues to provide a very 

professional approach to her audit process “ 

 

“It is clear that Tina has experience in the subject 

matter area and holds an interest in this specific area 

with a vested interest in reducing Council liability.”  
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3.  Internal Audit Processes 

No Measure Mechanisms Target Outcome Progress To Date 

3.1 Completion of approved 

audit programme. 

 

Links to IIA standard 2200, 

2300, 2400, 2500 

Number of audits completed and 

reported to the Audit, Risk and 

Improvement Committee as per the 

ratified plan. 

90%. The Chief Internal Auditor’s report summarises progress 

against the agreed schedule of audits and notes the 

disruption to the 2017/18 programme.  The mandatory 

audits of RMS DRIVES and NHV Accreditation for 

2018/19 have already been completed and a new work 

programme is to be presented to the Committee for 

consideration at their meeting of 4/12/18 to determine 

priorities for the remainder of 2018/19 and for the 

2019/20 financial year.   

3.2 Proportion of audits 

completed (to draft report 

stage) within planned 

number of days budget. 

 

Links to IIA standards 2200, 

2300, 2400, 2500 

Number of audits completed in line with 

planned budget as per the ratified audit 

plan. 

90% RMS Drives24 - on budget  (10 days total budget) 

NHV Accreditation – on budget (20 days) 

 

Currently running at 100%. Target being met.  

3.3 Duration of audits. 

 

 

 

Links to IIA standards 2200, 

2300, 2400, 2500 

Number of audits completed and taken 

to draft report stage in 12 weeks or less 

(measured from the start date of 

fieldwork to the date of issue of the 

draft audit report). 

80% RMS Drives 24  - under 12 week target (2 weeks) 

NHV Accreditation – under 12 week target (8 weeks) – 

note this review had to be put on hold for two weeks for 

DRIVES review to be conducted. 

 

Currently running at 100%.  Target being met.  

3.4 Finalisation of draft audit 

reports. 

 

 

 

 

Links to IIA standards 2200, 

2300, 2400, 2500 

Number of audit reports finalised and 

distributed to Audit, Risk and 

Improvement Committee within 3 weeks 

(15 working days) of issue of the draft 

report (in line with service standard of 10 

days for management to respond to 

draft audit reports). 

 

80% CCTV – finalised within 7 days 

 

RMS Drives 24  - finalised within 2 days  

 

Cash Management in Waste Services, Procurement of IT 

Goods, NHV Accreditation – all exceeded target owing to 

responses to corporate/ strategic issues still being 

outstanding 

 

Target not being met.   
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No Measure Mechanisms Target Outcome Progress To Date 

3.5 Compliance with IIA’s 

International Professional 

Practices Framework (IPPF) 

 

Links to IIA standards 2400 

and 2600 

 

Self-assessment 

External assessment 

An annual assertion on compliance with 

the IIA Standards provided by the CIA to 

the Audit, Risk and Improvement 

Committee 

“Generally conforms” 

rating of compliance 

with IIA Standards by 

the external review. 

 

External review 

conducted at least every 

five years.  

External assessment of IA by Statewide Mutual reported 

April 2018 gave an overall maturity rating of “optimising” 

for all IIA standards with the exception of standard 2300 

and standard 2500 which were classified as “managed”. 

 

Issues highlighted:  

 

 Potential for use of CAATs  

 Audit Tracker needs to be accessible by all  

 

No action being undertaken on these at present. 

 

4. Innovation, Professional Development and Capability  

 

No Measure Mechanisms Target Outcome Progress To Date 

4.1 Training hours per member 

of IA 

 

Links to IIA standards 1200, 

1300 and 2000 

Log of training/professional 

development. 

80 hours CPE every 2 

years as per IIA 

requirements with a 

minimum of 20 hours in 

any one year. 

 

Training undertaken 

through >2 types of 

learning mechanisms. 

1 hour IIA webinar (2 of 2) on ethics to complete annual 

PD requirement of at least 2 hours pa training on ethics. 

 

 

 

 

4.2 Range of knowledge skills, 

technical expertise and 

competency within IA 

 

Links to IIA standards 1200, 

1300 and 2000 

Skills assessment against the IIA 

competency model. 

Log of training/professional 

development. 

Learning needs analysis. 

Professional Development Plan (PDP) for 

each member of IA. 

Increasing trend in 

coverage of skills, 

knowledge and 

expertise within IA when 

assessed against the IIA 

competency model. 

 

Areas of training 

attended align with PDP. 

Learning Styles Analysis conducted as part of broader 

exercise for Local Govt IA Network. 
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No Measure Mechanisms Target Outcome Progress To Date 

4.3 Consideration and 

development of innovative 

methods to deliver 

elements of the IA 

framework and through IA 

recommendations/advice. 

 

 

 

Links to IIA standards 1200, 

1300 and 2000 

IA recommendations 

IA advice 

Implementation of initiatives as part of 

the IA work programme 

Demonstration of 

considerations and 

innovative solutions 

provided through 

recommendations and 

issues raised in audit 

reports. 

 

CIA report to Audit, Risk 

and Improvement 

Committee outlining 

initiatives under 

development or 

consideration. 

To discuss alternative solutions to implementation of 

agreed actions with CEO – 29/11/18.  
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Trim Reference: F2018/00028 - D13398309 

Author: Tina Baker, Chief Internal Auditor   

Executive: Shane Sullivan, Acting Director Governance   

 

Summary 

 

A report on the activities of Internal Audit since the last update to the Audit, Risk and 

Improvement Committee on 2 October 2018.  The Chief Internal Auditor’s (CIA) Quarterly 

Progress Report forms part of the standard suite of reports presented by Internal Audit to 

each ordinary meeting of the Audit, Risk and Improvement Committee.  

 
 

Recommendation 

 

1 That the Audit, Risk and Improvement Committee receive the Chief Internal 

Auditor’s Report. 

 

2 That this report and the supporting papers to this Report be made publicly 

available, pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter. 

 
 

1.  IA FRAMEWORK – ASSURANCE SERVICES   

 

1.1 Progress Against Agreed Schedule of Audits 

 

Two audit reports still remain in draft awaiting Executive responses to corporate wide, 

strategic issues before report can be finalised (management responses accepting the 

recommendations were received several months ago).  These are:  

 

 Cash Management in Waste Services (report 06/17-18) outstanding since August 

2018 – unit manager responses to nine unit specific recommendations received; 

currently awaiting Executive responses to five corporate wide, strategic issues before 

report can be finalised. 

 

 NHV Accreditation 2017/18 (report 02/18-19) outstanding since September 2018 –

three recommendations made in relation to a corporate chain of responsibility 

matters that require an Executive response.  

 

To move closer to finalising such reports, it has been agreed that the Chief Internal Auditor 

will attend Executive meetings on a monthly basis to facilitate an agreed response to all 

corporate issues so draft reports can be finalised in a more timely manner.  This is still to be 

arranged.  

Item No: 1.10  

Title: Chief Internal Auditor's Quarterly Progress Update  

Department: Governance  

4 December 2018 Audit Risk and Improvement Committee Meeting       
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One report also remains outstanding in terms of complete management responses: 

 

 Procurement of IT Goods (report 03/17-18) outstanding since October 2018 (review 

conducted and report initially drafted October 2017) – 4 corporate issues and 8 

operational issues.   

 

The IA Charter states: “responsible officers shall have a maximum of ten working days to 

provide written management responses and action plans in response to issues and 

recommendations contained in internal audit reports.”  Consequently this requirement has not 

been met in the case of these three reports.   
 

 

1.2 Follow Up of Management Outstanding Actions 

 

A separate report is presented to this meeting of the Audit, Risk and Improvement 

Committee on the management actions outstanding as a result of IA reviews.    Management 

responses were sought and reminders issued but there has been little movement and few 

responses received since the last report.  

 

 

2.  IA FRAMEWORK – CONSULTING & ADVISORY ACTIVITIES  

 

2.1 Consulting/Advisory Activities 

 

Part of the suite of IA reports to the Committee includes an Emerging Themes and Risk 

Outlook report.  This report help inform Committee members of pertinent issues and 

emerging risks specific to Council and the region and is an important contributor to the 

themes and inclusions in the next IA work programme.   

 

This year, the risk outlook report has been incorporated into a detailed and comprehensive 

Comparative Data Analysis and Risk Outlook Report which draws on information from the 

Office of Local Government and provides comparison of Central Coast Council’s performance 

against a peer group of a number of other Councils.   A hard copy of this report will be 

provided to the Committee members. 

 

Both the Comparative Data Analysis and Risk Outlook Report and the Emerging Themes 

Report are provided to this meeting of the Committee under separate cover.   

 

2.2 Relationship Management 

 

The Chief Internal Auditor (CIA) received confirmation that the secondment of an officer from 

HR to IA will not take place. 

 

The CIA has been assisting Cessnock City Council with the recruitment of the third 

independent member of their Audit, Risk and Improvement Committee, the intention being 

to bring an external and independent perspective to the recruitment process.   
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3. IA FRAMEWORK – QUALITY AND PERFORMANCE 

 

3.1 Monitoring and Measuring the Performance of the IA Function 

 

A separate report on how IA is progressing against the Balanced Scorecard metrics (KPIs) is 

presented to this meeting of the Audit, Risk and Improvement Committee.   

 

 

4. IA FRAMEWORK – PLANNING AND ORGANISATIONAL ANALYSIS  

 

A new IA work programme has been developed to operate from January 2019 through to 

June 2020 and this is presented under separate cover to the Committee for consideration at 

this meeting.    It is not considered worthwhile developing a work programme beyond this 18 

month time frame because of the pace of change and changing priorities across Council and 

this is in line with the Committee’s agreed recommendation from their meeting of 19 

December 2017 that: “the Audit, Risk and Improvement Committee agree to a risk based 

rolling work programme for Internal Audit in line with values based internal auditing 

from 2018/19 onwards instead of a three year fixed programme of reviews.” 

  

Once this programme has been agreed, the CIA will finalise the tender documentation for a 

co-sourced arrangement to deliver around 6 operational audits per year in line with the 

operational audits featured in the programme.   

 

Conclusions 

 

Progress with finalising reports has been slow as managers struggle to meet their many 

commitments and respond to requests for information from many other ‘back office’ 

functions such as budgetary projections, appraisals and training needs.  The CIA will be on 

leave for most of January 2019 so progress for the next quarter on any business assurance 

reviews will be limited to the months of February and March only. 

 

 
 

Attachments 

 

Nil. 
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Trim Reference: F2018/00028 - D13398332 

Author: Tina Baker, Chief Internal Auditor   

Manager: Shane Sullivan, Acting Director Governance   

Executive: Shane Sullivan, Acting Director Governance   

 

Summary 

 

Each year the Office of Local Government collates and publishes performance data for all 

NSW Councils.  The IA Comparative Data and Risk Outlook Report analyses Central Coast 

Council’s performance against a peer group of a nine other Councils and provides IA 

commentary on interpretation of the data and a risk outlook what this might mean for the 

region and for Council specifically.  The Comparative Data and Risk Outlook Report is an 

annual report compiled by Internal Audit and presented to the September/December 

ordinary meeting of the Audit, Risk and Improvement Committee (subject to timing of 

release of data from OLG).  

 
 

Recommendation 

 

1 That this report and the supporting papers to this Report be made publicly 

available, pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter. 

 

2 That the Audit, Risk and Improvement Committee receive the Comparative Data 

and Risk Outlook Report. 

 

3 That the Committee consider the issues highlighted in the Comparative Data 

Analysis and Risk Outlook Report and determine what 

information/reports/presentations they would like on what topics at future 

meetings to assist them in further meeting their Charter obligations, with specific 

reference to section 1(f) implementation of the strategic plan, delivery program 

and strategies and 1(h) collection of performance measurement data by the 

Council.  

 
 

Context 

 

For the last few years, IA’s Risk Outlook has been incorporated into the IA annual Emerging 

Themes Report and the comparative data report has not been compiled because OLG 

comparative data has not been available for amalgamated councils.   However, OLG have 

recently released some comparative data for amalgamated councils for 2016/17.  

Item No: 1.11  

Title: IA Comparative Data Analysis and Risk Outlook 

Report 

 

Department: Governance  

4 December 2018 Audit Risk and Improvement Committee Meeting       
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Consequently, it was considered more relevant to include the risk outlook in this report, 

rather than the emerging themes, although the two reports are not mutually exclusive. 

 

The Comparative Data and Risk Outlook Report highlights for the Committee how Council is 

performing in relation to its peer group (notwithstanding the time lag of the reporting 

period).  It should also help them determine what additional information/presentations/ 

reports and on what topics (and the frequency) they would like to receive at future meetings 

to understand the context behind Council’s performance and help them meet their Charter 

(and ultimately statutory) obligations to keep under review:  

 

(a) compliance 

(b) risk management 

(c) fraud control 

(d) financial management 

(e) governance 

(f) implementation of the strategic plan, delivery program and strategies 

(g) service reviews 

(h) collection of performance measurement data  

 

Owing to the volume of the Report itself, this will be provided to Committee members in hard 

copy prior to this meeting (probably at the extraordinary meeting to discuss the financial 

reports, scheduled for 30 November).   

 

Key Messages 

 

The data and tables only show the results but not the context.  To understand the reasons for 

the results it is necessary to have a keen appreciation of organisational culture, strategic 

priorities and of the local government area itself.  

 

The challenges facing the Council are considerable both from an inward-facing perspective 

with the need for organisational efficiency and operational agility and from an outward-

facing perspective with the need for a regional vision driving strategic planning and 

development.  The Council is not just facing massive change from within, but is also working 

against a backdrop of significant social disadvantage including higher than national rates of 

domestic violence, child abuse and neglect, homelessness, youth unemployment, and lower 

than average educational attainment with the associated health outcomes that result from 

such disadvantage.   

 

The Community Strategic Plan (CSP) is Council’s primary planning document.  It has 12 focus 

areas under five key themes of belonging, smart, green, responsible and liveable.  For Council 

to be able to deliver sustainable and significant outcomes for the community in each of these 

CSP areas, there needs to be greater alignment and closer, more effective collaboration with 

other tiers of government, the community and supply agencies. Only by doing so, will we be 

able to avoid competing visions, duplication of services, funding stalemates and stalled 

development and projects which has inhibited so much regional growth in the past.    
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The future growth industries, as identified in the World Economic Forum Future of Jobs 2018  

report are:  

 

• Aviation  

• Travel and tourism  

• Information communication technologies  

• Financial services 

• Energy utilities and technologies (especially renewables) 

• Global health and healthcare 

• Chemistry, advanced materials and biotechnology industries 

 

The Central Coast is well placed to capitalize on some of this growth, particularly if 

partnerships and joint venture operations can be developed with key industries such as 

universities, biotech and renewable industries, tech start-ups and agricultural and healthcare 

research bodies.  To do so, the region will need a unique value proposition (UVP) that 

differentiates the offering to these potential industries over other regions (particularly those 

with the advantage of close proximity and efficient transport links to Sydney).  Some key 

requirements of new businesses in determining location are: reliable and high speed internet 

access; accessibility and parking; proximity to other services/customers; costs, including 

Council rates; skills base in the area; and potential for growth. There are many initiatives that 

Council could take the lead on, to craft the UVP in line with these factors for economic 

development and implement specific measures that help ‘future proof’ the region against the 

effects of economic downturn.   

 

The natural environment of the region also presents very specific challenges in terms of bush, 

land and coastal management and planning for population expansion (and the associated 

infrastructure needs of such expansion) and the impacts of climate change, natural erosion 

and extreme weather events.  It is important the Council systems, processes and back office 

functions provide support and information in an efficient, timely and unobtrusive way so that 

managers are able to fully research and consider the strategic issues and challenges facing 

their areas of responsibility to identify and implement sustainable and effective solutions.   At 

present, Council’s internal systems and processes are still very time consuming, manual and 

require a large investment of time, sometimes for very little return. 

 

Conclusions 

 

The Comparative Data and Risk Outlook Report is intended to be a catalyst for debate.  It is 

presented to the Committee for their consideration of the information in the report, the CIA’s 

interpretation of the data and associated risk outlook to determine how best they, the 

Committee, can draw on their collective expertise to advise the CEO and Council “for the 

purpose of improving the Council’s performance of its functions” (as per section 4 of the 

Committee Charter). It also assists the Chief Internal Auditor in drawing up the IA work 

programme and schedule of IA reviews.  
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Attachments 

 

Nil. 
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Executive: Shane Sullivan, Acting Director Governance   

 

Report Purpose 

 

The Emerging Themes Report is an annual report compiled by Internal Audit and presented to 

the December ordinary meeting of the Audit, Risk and Improvement Committee.  

 

Summary 

 

A paper summarising the recurring risks and themes that emerged during the 2017/18 

programme of audit reviews.   

 

 

Recommendation 

 

1 That the Audit, Risk and Improvement Committee receive the IA Emerging Themes 

 Report. 

 

2 That the Committee consider the issues highlighted in the IA Emerging Themes 

 Report and determine what information/reports/presentations they would like on 

 what topics at future meetings (and the frequency) to assist them in further 

 meeting their Charter obligations, with specific reference to section 1(f) 

 implementation of the strategic plan, delivery program and strategies and 1(h) 

 collection of performance measurement data by the Council.  

 

3 That the Committee make a recommendation that this report and the supporting 

 papers be made publicly available, pursuant to Clause 6.4 of the Audit, Risk and 

 Improvement Committee Charter. 

 

 

 

Background 

 

Internal Audit present a paper to the Audit and Risk Committee each year on Emerging 

Themes that captures the recurring issues that have arisen during the year as a result of the 

root cause analyses around audit findings.  This report focuses mostly on operational type 

issues in respect of Council efficiency and effectiveness, whereas the Comparative Data 

Report and Risk Outlook Report has a more strategic focus. 

 

Item No: 1.12  

Title: IA Emerging Themes Report   

Department: Governance  

4 December 2018 Audit Risk and Improvement Committee Meeting       
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Summary of Results 

 

As previously reported, Council continues to be exposed to considerable operational risk 

brought about in most part due to the way the amalgamation has been managed since May 

2016.  The themes emerging from the IA work programme for 2017/18 continue to reflect 

those of 2016/17, most notably:     

 

 different policies, practices and procedures from the former Council entities still 

existing across many operational areas and physical locations;  

 dual (or more) systems operating for key, core organisational services such as payroll, 

information management, staff management and asset management making 

reconciliation difficult and time consuming; 

 in some cases manual workarounds being implemented due to existing systems no 

longer being able to provide the information required or process shortcuts being 

taken in an attempt to manage the increased workload with less system functionality 

and resourcing shortfalls;  

 work teams for the same function (eg finance, HR, IT) still being split across two or 

more office locations weakening team cohesion and making management support 

difficult;  

 no succession planning or knowledge transfer systems to ensure critical information is 

captured before staff leave the organisation;  

 many managers facing increased personal stress and working excessive hours and 

being unable to give consideration to improved service delivery and future provisions, 

as they try to maintain service levels whilst:  

o responding to the day to day operational requirements of a split team;  

o compensating for system and information inadequacies;  

o managing teams located across different locations;  

o coping with resourcing shortfalls and information gaps created by staff 

departures; 

o dealing with legacy issues from the former councils;  

o not having easy access to business data sets, management information or 

relevant reports to inform their decisions; and  

o having to respond to increasing requests from back office functions (including 

IA) to complete reports, submit business cases, complete lengthy forms and 

attend meetings for a limited or even negative return on the investment of 

time and effort.  

 

Conclusions 

 

The emerging themes exercise acts as a useful barometer of organisational culture. It should 

be noted that many of the issues that emerged during the audit programme were also  

highlighted in the most recent staff survey - The Voice - conducted during 2018.   

 

As with the Comparative Data and Risk Outlook report, the information in this report should 

help inform the Audit, Risk and Improvement Committee to determine what information they 

would like to receive to help meet their Charter responsibilities as defined under Part 4A of 
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the Local Government Act, 1993, in particular the statutory obligation to  keep under review: 

risk management; governance; implementation of the strategic plan, delivery program and 

strategies; and collection of performance measurement data 

 

 
 

Attachments 

 

1  Appendix 1 IA Emerging Themes Report December 2018  D13399499 
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Summary 

 

A paper setting down a proposed IA work programme for the remainder of 2018-19 and 

requesting direction on priorities for audits in the 2019-2020 financial year.  The IA Proposed 

Work Programme 2018-2020 is presented by Internal Audit to the Audit, Risk and 

Improvement Committee for consideration and determination of priorities.  

 
 

Recommendation 

 

 

1 That the Audit, Risk and Improvement Committee: 

 

 determine whether the three mandatory annual audits of RMS DRIVES, 

Councillor Expenses (every 2 years) and NHV Accreditation should be conducted 

by IA or become the responsibility of the relevant business units to fund and 

contract out; 

 identify eight priority audits (which may or may not need to include the three 

mandatory reviews) for the 2019-2020 IA work programme; 

 approve the two remaining reviews for 2018/19 of the Cultural Hub and 

Performance Management of Employees.    

 

2 That this report and the supporting papers to this Report be made publicly 

available, pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter. 

 
 

Context 

 

The full IA work programme comprises: 

 

 Internal audit (business assurance) reviews (which makes up the bulk of the audit 

programme) 

 Follow up to verify implementation of agreed actions 

 Stakeholder engagement, education & communication initiatives 

 Professional development 

 Monitoring and measuring the performance of the IA function 

 

 

Item No: 1.13  

Title: IA Work Programme 2018 to 2020  

Department: Governance  

4 December 2018 Audit Risk and Improvement Committee Meeting       
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Mandatory reviews that must be incorporated into the work programme are:  

 

 Councillor Expenses – in accordance with part 16 of the ‘Councillor Expenses and 

Facilities Policy’ “the operation of this policy, including claims made under the policy, will be 

included in Councils audit programme and an audit undertaken at least every two years”.   

 

 RMS DRIVES24 – subject to RMS continuing to grant Council access to the DRIVES 

system 

 

 NHV Accreditation – subject to Council remaining in the scheme 

 

An alternative arrangement would be for the business units that hold responsibility for the 

mandatory reviews, ie Environment & Planning for RMS DRIVES, Governance for Councillor 

Expenses and Plant and Fleet for NHV Accreditation, to all set aside budgetary provision for 

2019/20 and beyond, to contract their own external consultants to conduct the mandatory 

reviews.  This would free up the IA work programme to focus on other business assurance 

audits of a higher priority.  

  

The schedule of audits presented in the attachment to this paper was originally drafted based 

on an additional resource submission for a Senior Internal Auditor, an IT Auditor and an Audit 

Associate.  Since then however, notification has been received that the resourcing submission 

was not approved and so the audit programme will need to be scaled back to a maximum of 

8 reviews for 2019/20, in accordance with priorities determined by the Audit, Risk and 

Improvement Committee at this meeting and taking into account the resourcing of the three 

mandatory reviews that are required.  The original proposed schedule of audits is attached to 

this paper as Appendix 1, under the different review focus areas of strategic, operational, IT, 

validation and mandatory with suggested alternatives incorporating the reviews that would 

have been conducted by the additional resources had the submission been successful.  

 

The new IA work programme has been developed to operate from January 2019 through to 

June 2020.   It is not considered worthwhile developing a work programme beyond this 18 

month time frame because of the pace of change and changing priorities across Council and 

continued resourcing uncertainties.  The timeframe for the work programme is in accordance 

with the Committee’s agreed recommendation from their meeting of 19 December 2017 that: 

“the Audit, Risk and Improvement Committee agree to a risk based rolling work programme for 

Internal Audit in line with values based internal auditing from 2018/19 onwards instead of a 

three year fixed programme of reviews.” 

  

How The Schedule Of Audits Was Identified 

 

Consultation with relevant stakeholders was undertaken and the CIA carried out a risk 

assessment to determine reviews that would be appropriate as well as incorporating those 

required for accreditation purposes or under Council held agreements with third parties.     

The issues from the IA Comparative Data and Risk Outlook Report and the Emerging Themes 

report were also taken into account along with key messages arising from the community 

strategic plan and annual report. 
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The work programme was originally drawn up to comply with the Institute of Internal 

Auditors’ International Professional Practices Framework standard 2030, which states: 

 

“the chief audit executive must ensure that internal audit resources are appropriate, sufficient 

and effectively deployed to achieve the approved plan.” 

 

As the resourcing submission has not been approved, the work programme therefore must 

be scaled back accordingly and so the Audit, Risk and Improvement Committee are 

requested to: 

 

 determine whether the three mandatory annual audits of RMS DRIVES, Councillor 

Expenses (every 2 years) and NHV Accreditation should be conducted by IA or 

become the responsibility of the relevant business units to fund and contract out; 

 identify the eight priority audits (which may or may not need to include the three 

mandatory reviews) for the 2019-2020 IA work programme; 

 approve the two remaining reviews for 2018/19 of the Cultural Hub and Performance 

Management of Employees.    

 

Once this programme has been agreed, the CIA will finalise the tender documentation for a 

co-sourced arrangement to deliver around 5 of the eight reviews identified as priorities by 

the Audit, Risk and Improvement Committee.    

 

Conclusion 

 

Under section 4.5 of their Charter, the Audit, Risk and Improvement Committee are 

responsible for: 

 reviewing the internal audit coverage and Internal Audit Plan, ensure the plan has 

considered the Risk Management Plan, and approve the plan;  

 consider (sic) the adequacy of internal audit resources to carry out its 

responsibilities, including completion of the approved Internal Audit Plan 

 

The proposed schedule of audits presented to the meeting is intended to identify to the 

Committee where the Chief Internal Auditor considers that the organisation would most 

benefit from independent review in relation to specific corporate/strategic, operational and IT 

matters as well as where validation of management actions would be beneficial and the 

mandatory reviews that Council must report on.  It is incumbent upon the Committee to 

determine where they would like the IA resources to be focused for the remainder of 2018/19 

and the financial year 2019/20. 

 
 

Attachments 

 

1  Appendix 1 IA Work Programme 2018 to 2020  D13399500 
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Trim Reference: F2018/00028 - D13398440 

Author: Tina Baker, Chief Internal Auditor   

 

Summary 

 

The report on Implementation of Management Actions Arising From IA Reviews forms part of 

the standard suite of reports presented by the Chief Internal Auditor to the quarterly ordinary 

meeting of the Audit, Risk and Improvement Committee.  This report is provided to the 

Committee to help meet section 4.5 of their Charter obligation, which states:  “The 

Committee is responsible for: [inter alia]  

 

 Review (sic) all audit reports and consider significant issues identified in audit reports 

and action taken on issued raised, including identification and dissemination of better 

practices;  

 Monitoring the implementation of internal audit recommendations by management”. 

 

Recommendation 

 

1   That the Audit, Risk and Improvement Committee receive the report on the 

implementation of management actions arising from IA reviews 

 

2    Pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee Charter, that 

the Audit, Risk and Improvement Committee consider assigning a ‘confidential’ 

privacy marking to Appendix 1 to this report for the reasons that it contains 

information that could compromise the “security of Council, Council Officials and 

Council property” 

 
 

Background 

 

When IA reviews identify a control weakness, the risk exposure is reported and 

recommendations to mitigate the risk are captured in a written report along with responses 

and any corrective action agreed by management.   

 

Management nominate a date by which their agreed action will be implemented in 

accordance with their own operational priorities.  It is intended that all the recommendations 

and management responses eventually will be captured in an Audit Task Tracker system (as 

has existed previously).  Implementation of the agreed or partially agreed actions are tracked 

by the Chief Internal Auditor in accordance with management’s implementation date. When 

the Tracker system is fully functional a manager will be able to update/close an item from the 

Tracker and also attach information to validate closure of the item.   

Item No: 1.14  

Title: Implementation of Management Actions Arising From 

IA Reviews 

 

Department: Governance  

4 December 2018 Audit Risk and Improvement Committee Meeting       
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Current Status 

 

No further audits have been finalised since the last report to the Committee.  Management 

updates were received in respect of the RMS DRIVES review, resulting in the closure of 3 

actions and the Plant and Fleet Unit Manager is to meet with the CEO to discuss the transfer 

of responsibilities relating to the CCTV review.  

 

The status summary is as follows:  

 

Status at May 

2018 

Status at June 

2018 

Status at Sept 

2018 

Status at Dec 

2018 

81 open actions 

from 19 different 

reviews  

24 open actions 

from 10 

different reviews 

46 open actions 

from 12 different 

reviews 

43 open actions 

from 12 different 

reviews 

 

The detailed tables at Appendix 1 shows the findings and recommendations for each review, 

the last management response received and the management responses to the newly added 

reviews, along with implementation dates.    

 

Headline Data 

 

The status of where responsibility for the 43 open actions is as follows:  

 

 Environment and Planning – 15 

 Finance – 9 

 People and Culture – 9 

 Assets, Infrastructure and Business – 8  

 Governance – 1 

 Connected Communities – 1 

 

The chart below shows the number of open actions per department and the changes since 

the last three reports.   

 



1.14 Implementation of Management Actions Arising From IA Reviews (contd) 

 

- 142 - 

 
 

Of the 43 open actions:  

 

 14 had no allocated action date 

 9 are overdue by 25 months or more 

 1 is overdue by 13-24 months  

 8 are overdue by 1-6 months  

 11 were not yet due at the time this report was compiled  

 

Summary Table 

 

# Audit Title (Former Council)  Date of Final 

Report 

# Open 

Actions  

Risk Rating of 

Open Actions 

1 CCTV (WSC) May 2014 1 1 x moderate 

2 Engagement & Management of Temporary 

Contract Personnel (WSC) 

July 2014 1 1 x moderate 

3 Tendering and Contract Award (WSC)  October 2014 1 1 x moderate 

4 Payroll (GCC) September 2015 2 2 x not assigned 

5 Rates Database Integrity Review (GCC) September 2015 1 1 x not assigned 

6 Cash Management (GCC) October 2015 6 6 x not assigned 

7 Town Centre Management/ Issue of Licences 

(WSC) 

December 2015 1 1 x high 

8 Asset Management (WSC) February 2016 3 2 x high 

1 x moderate 

9 S94 Contributions (WSC) May 2016 1 1 x moderate 

10 Payroll Validation Review – South Office (CCC) September 2016 7 7 x not assigned 

11 CCTV August 2018 6 5 x high 

1 x moderate 

12 DRIVES24 (2017-18) September 2018 13 6 x high 

7 x moderate 
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# Audit Title (Former Council)  Date of Final 

Report 

# Open 

Actions  

Risk Rating of 

Open Actions 

 TOTALS  46 open 

actions from 

12 audits 

14 x high 

13 x moderate 

16 x not assigned 

 

Conclusions 

 

The commitment to improving controls and effectively managing risks through the timely 

implementation of agreed actions and process improvements are basic management 

responsibilities and a key component of sound, organisational governance. Whilst actions 

remain outstanding, the organisation remains exposed to the identified risks unless other 

mitigating controls are implemented.  It is the responsibility of management to determine 

whether appropriate action has been undertaken in a timely way and to a sufficient degree to 

manage down the risk exposure to a more acceptable level to warrant the closure of the 

action.   Senior management are advised that they are accountable in the event that items 

have been closed off but the mitigating action has not actually been undertaken and the 

identified risk crystallises.  It is also the responsibility of senior management to determine 

what action or intervention should be taken in the event of overdue actions and to ensure 

that action taken to close out an item is appropriate to address the risk and issue highlighted 

by the finding.   

 

 
 

Attachments 

 

1  Appendix 1 Management Actions Arising From IA Reviews December 

2018 - CONFIDENTIAL 

 D13398443 
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Trim Reference: F2018/00028 - D13357061 

Author: Kelly Drover, Advisory Group Support Officer   

Manager: James Taylor, Acting Unit Manager, Governance and Business Services   

Executive: Shane Sullivan, Acting Director Governance   

 

Report Purpose 

 

To set dates for future Audit, Risk and Improvement Committee meetings in 2019 pursuant to 

Clause 6.1 of the Audit Risk and Improvement Committee Charter. 

 

RECOMMENDATION 

 

1 That the Committee set the dates Dates for 2019 Audit, Risk and Improvement 

Committee (ARIC) meetings. 

 

2 That the Committee make a recommendation that this report be made publicly 

available as the nature or content of the report do not fall within any listed 

exceptions pursuant to Clause 6.4 of the Audit, Risk and Improvement Committee 

Charter. 

 

Background 

 

Clause 6.1 of the Audit Risk and Improvement Committee Charter states that forward 

meeting dates for the following year will be agreed by the Committee in December each 

year.  The proposed dates for the 2019 meetings are as follows: 

 

Tuesday 19th March 2019 

2pm – 5pm 

Gosford Committee Room  

  

Wednesday 19th June 2019 

2pm – 5pm 

Wyong Committee Room 

  

Tuesday 1st October 2019 

2pm – 5pm 

Gosford Committee Room 

  

 

Item No: 1.15  

Title: Dates for 2019 Audit, Risk and Improvement 

Committee (ARIC) meetings 

 

Department: Governance  

4 December 2018 Audit Risk and Improvement Committee Meeting       
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Tuesday 5th November 2019 (Proposed Finance Meeting) 

2pm – 5pm 

Gosford Committee Room 

 

Wednesday 4th December 2019 

2pm – 5pm 

Wyong Committee Room 

 
 

Attachments 

 

Nil  
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